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CONCEPTUAL FUNCTIONAL MODELING 
OF THE ASSESSMENT OF REGIONAL INNOVATION 
POTENTIAL IN THE NATIONAL SECURITY SYSTEM

Introduction. Innovation is a critical condition for the resilience and recovery of Ukraine’s regions, even 
in the face of the COVID-19 pandemic and the full-scale armed invasion of the Russian Federation, as it 
directly strengthens the security of sovereignty, territorial integrity, and democratic constitutional order. 
Each region has its own innovation and security potential, which should be revealed through a systema-
tic assessment as a starting point for prioritizing investments and aligning with national security goals.

Problem Statement. Th ere is no generalized, easy-to-use and reproducible methodological approach 
that comprehensively refl ects the process of assessing innovation potential precisely in the context of en-
suring national security, which leads to resource dispersion, duplication of eff orts and slow implementa-
tion of solutions. It is necessary to develop a functional assessment model based on IDEF0, which struc-
tures inputs, outputs, management and mechanisms, ensuring coordinated management decisions and 
transparent project selection criteria.

Purpose. Th e purpose of the study is to substantiate and build, based on functional modeling IDEF0, 
a decomposition of the phased process of assessing the innovation potential of the region in the national 
security system for making coordinated and most eff ective management decisions. 
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Materials and Methods. We use functional modeling IDEF0 (Integration Defi nition for Function Modeling) with 
the construction of a context diagram and hierarchical decomposition of functions, based on the principles of the 
ICAM program.

Results. A methodological approach based on IDEF0 with the ICOM model and stages A1—A3 has been proposed. 
It enables generating standardized data, agreed metrics, a capability profi le, a ranked portfolio of solutions, and road-
maps for their implementation. 

Conclusions. Assessing the region’s innovation potential is a necessary condition for strengthening national secu-
rity, as it directly translates strategic goals into manageable, verifi able actions.
Keywords: national security, model IDEF0, innovation, innovation potential, regions, war in Ukraine.

Assessing the region’s innovation potential is gai-
ning critical importance, even despite the conse-
quences of the COVID-19 and the full-scale armed 
invasion of Ukraine by the russian federation. 
Thus, the COVID-19 pandemic and the full-scale 
war have significantly exposed the vulnerability of 
infrastructure, logistics, energy, healthcare, and risk 
management systems, showing that resilience and 
adaptability directly depend on the ability to ge-
nerate, absorb, and scale innovations. At the same 
time, in the context of Ukraine’s national security, 
which should be understood as the protection of 
state sovereignty, territorial integrity, democratic 
constitutional order, and other national interests 
of Ukraine from real and potential threats, innova-
tions are not only a source of technological advan-
tage, but also a mechanism for the rapid restora-
tion of critical functions, economic diversification, 
and mobilization of local resources. Any region 
of Ukraine has a unique combination of scientific, 
entrepreneurial, educational, industrial and crea-
tive assets that form innovation and security po-
tential, which must be revealed through compe-
tent planning, but above all through careful assess-
ment, as mentioned above (Fig. 1). 

Today, innovations serve as a powerful founda-
tion for proactive responses to emerging threats. 
This is achieved through the ability to create new 
formats of interaction between the state, the priva-
te sector, and the public, increasing independen-
ce, optimizing resource use, and improving cy-
bersecurity and societal resilience. It should be 
noted that in this context, the regional dimension 
may be particularly significant, as clusters, supply 

chains, higher education institutions, laborato-
ries, and innovation-driven enterprises capable of 
quickly transforming theoretical R&Ds into app-
lied solutions for security and recovery are con-
centrated at the regional level. Given this, an ef-
fective and well-thought-out assessment of each 
region’s innovation potential should be the initial 
step in prioritizing investments, optimizing sup-
port programs, creating project portfolios, and 
aligning development policies with strategic na-
tional security goals.

The purpose of the study is to substantiate and 
build, based on functional modeling IDEF0, a de-
composition of the phased process of assessing the 
innovation potential of the region in the national 
security system for making coordinated and most 
effective management decisions. The object of the 
study is the processes and information flows of the 
regional innovation ecosystem that ensure the for-
mation, measurement and use of innovation po-
tential in connection with national security goals.

The available scholarly research and practical li-
terature outlines several interconnected informa-
tion fields in which the security goals of the state 
converge with innovation development [1—10]. 
These fields are connected not only by a common 
strategic orientation toward resilience, but also by 
a shared need for standardized assessment proce-
dures, transparent prioritization criteria, and coor-
dinated institutional interaction. In this context, 
the assessment of regional innovation potential 
should be understood not as a descriptive inven-
tory of resources, but as a management tool that 
links regional capabilities with concrete national 
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security needs, implementation constraints, and 
the expected effects of public decisions [11—26]. 
For example, as emphasized by R. Prav [1], increa-
sing the effectiveness of mechanisms for ensuring 
national security requires the adaptation of Euro-
pean experience, institutional capacity and a clear 
process approach, which directly correlates with 
the need to measure and strengthen innovation 
potential at the regional level. At the same time, 
V. Avdeev et al. [4] argue for the importance of 
modern directions of legal support for national 
security, emphasizing that the regulatory frame-
work should be flexible enough not to inhibit the 
implementation of innovations in critical sectors. 
S. Kruk [7] draws attention to the macro aspect of 
the issue, stating that the development of public 
administration in the security sector should be ba-
sed on the ability of authorities to coordinate multi-

level processes, where innovations act as a cata-
lyst for sustainability. A broader paradigm view is 
offered by G. Sytnyk [8] who reveals the institu-
tional and civilizational provisions for the study 
of national security and emphasizes the importan-
ce of system analysis for management decisions. 

Research into the financial aspect of security was 
conducted in the work of N. Rushchyshyn et al. [2], 
the results of which prove that it is the regulatory 
and legal aspect of financial security that is deci-
sive in ensuring the stability of the state in condi-
tions of high dynamism and numerous shocks. At 
the same time, the authors state that this compo-
nent should be strictly aligned with the innovation 
policies of the regions. As noted by L. Anto nova 
et al. [5], the manifestation of the crisis caused by 
the COVID-19 pandemic has demonstrated deep 
structural limitations in the functioning and op-
erational adjustment of existing policies. At the 
same time, the study of V. Beglytsia et al. [6] shows 
that the effectiveness of communications between 
the state regulator and society is one of the foun-
dations of national security and socio-economic 
stability. Consequently, innovation in the field of 
data and interaction with external security enti-
ties contributes to increasing trust and managea-
bility of change.

It is precisely the assessment of regions through 
the prism of security that is proposed by T. Pan-
filova et al. [3], who substantiate local approaches 
to optimizing state regulation in the field of busi-
ness security. Therefore, this directly refers to the 
need to map regional competencies, clusters and 
innovation infrastructure so that regulatory sup-
port mechanisms are targeted and effective preci-
sely where the greatest return on national security is 
possible. As emphasized in O. Polishchuk et al. [10], 
the formation of a security ecosystem requires the 
integration of technological, organizational and 
information solutions, which is naturally consis-
tent with the assessment of the innovation and 
security potential of regions.

The role of information support is clearly defi ned 
in the work of M. Dumchykov et al. [9], which de-
monstrates that cybercrime poses a significant 

Fig. 1. Interrelated reasons that require the implemen-
tation of the region’s innovation potential in the natio-
nal security system
Source: developed by authors.

e need to ensure the sustainability and manage-
ability of critical value chains in the face of new 
threats. is involves the need to obtain an accurate 
map of regional competencies, technological nodes 
and “bottlenecks” in order to reduce the time from 
idea to implementation of solutions for national 
security. at is, this means building a clear structure 
of “inputs”, “outputs”, “controls” and “mechanisms”. 
Such a decomposition makes it possible to manage 
and reproduce the process, as well as synchronize the 
actions of different participants without losing time

e need to align regional innovation priorities with 
national security objectives through transparent 
selection and ranking criteria. Functions are needed 
that take “inputs” in the form of regional data
and security needs, apply “governance” in the form
of national strategies and criteria, use “mechanisms” 
in the form of expert commissions, data, analytical 
platforms and institutional support, and produce 
“outputs” in the form of agreed priorities, roadmaps, 
funding portfolios and interaction regulations

Th e need to ensure the sustainability and manage-
ability of critical value chains in the face of new 
threats. Th is involves the need to obtain an accurate 
map of regional competencies, technological nodes 
and “bottlenecks” in order to reduce the time from 
idea to implementation of solutions for national se-
curity. Th at is, this means building a clear structure 
of “inputs,” “outputs,” “controls,” and “mechanisms.” 
Such a decomposition makes it possible to manage 
and reproduce the process, as well as synchronize the 
actions of diff erent participants without losing time

Th e need to align regional innovation priorities with 
national security objectives through transparent se-
lection and ranking criteria. Functions are needed 
that take “inputs” in the form of regional data and 
security needs, apply “governance” in the form of 
national strategies and criteria, use “mechanisms” 
in the form of expert commissions, data, analytical 
platforms and institutional support, and produce 
“outputs” in the form of agreed priorities, roadmaps, 
funding portfolios and interaction regulations
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threat to national security for the Baltic countries 
and Ukraine. The results place particular emphasis 
on the need for institutional readiness for the dy-
namics of technological development. At the sa me 
time, V. Yemanov [12] believes that the use of in-
formation and analytical methods to improve the 
effectiveness of technical intelligence requires the 
presence of high-quality integration of data, algo-
rithms, and decision-making procedures at the ini-
tial stages. At the regional level, this means stimula-
ting and supporting investment in competence, inf-
rastructure, and interaction standards. The author’s 
conclusions emphasize the inextricable link bet-
ween the innovation capacity of regions and the 
efficiency and accuracy of security decisions.

It should be noted that human capital and per-
sonnel management in the public sector today rep-
resent a separate element of risks and opportuni-
ties. In this context, L. Melnychuk et al. [11] be-
lieves that countering threats to effective human 
resource management requires new approaches 
to assessing competencies, incentives, and organi-
zational practices. At the regional level, this means 
that the category of innovation potential cannot 
be equated solely with tools or startups, but must 
include the ability of teams to create, integrate, 
and scale solutions for interaction between public 
and non-public partners.

Separately, it is necessary to clarify the concep-
tual and categorical framework of our study. Thus, 
summarizing the scientific achievements of our 
predecessors [13—15], we believe that the innova-
tion potential of the region should be understood 
as the combined ability of the territorial commu-
nity and its institutions to create, adapt and scale 
new knowledge, technologies and organizational 
solutions, transforming them into mea surable so-
cio-economic results. In turn, national security 
should be understood as the state of security of the 
state, society and citizens, in which the authorities, 
resources and legal order are able to prevent, de-
ter and neutralize internal and external threats to 
the key interests and development of the country.

At the same time, the international theoretical 
field is broader than the initially reviewed regional-

security literature and should be considered exp-
licitly. OECD regional innovation analytics and the 
associated regional innovation policy framework 
emphasize cross-regional comparability, multidi-
mensional indicator systems and the role of ter-
ritorial capacities in innovation diffusion [21, 22]. 
The European Innovation Scoreboard adds a ro-
bust logic of composite indicator construction, nor-
malization and benchmarking across count ries and 
regions [23]. Capability Maturity Model stu dies are 
also important because they interpret ins titutional 
capacity as a staged developmental process rather 
than as a static stock of resources [24]. Finally, re-
cent MCDA research, including applications in 
public security, demonstrates that transparent 
weighting, ranking and sensitivity analysis are es-
sential when policy decisions involve competing 
criteria and scarce resources [25, 26].

To emphasize the scientific and applied relevan-
ce, we note that even despite a significant body of 
work on institutional, legal, and technological as-
pects of security, there is still a lack of a holistic fra -
mework that links the innovation potential of re-
gions to specific national security goals and provi-
des a reproducible assessment procedure (Table 1).

Thus, our task is to make it possible to close the 
above-mentioned gaps through the proposed 
func tional modeling of the assessment of the in-
novaton potential of the region in the national 
security system.

Our methodology is based on the application 
of the functional modeling method from the IDEF 
family. Thus, the IDEF0 toolkit itself is a more 
for mal approach to building functional models, 
which is described as a clear system that converts 
resources into results under the influence of rules 
and constraints. Functions are displayed in the 
form of certain blocks, which can be conditional-
ly designated as “A,” connected by arrows, which 
allows us to clearly show cause-and-effect relation-
ships, decision points, data dependencies and stan-
dards. We start with a context diagram of level 
A0, where the system boundaries, key inputs, 
cont rols, mechanisms and expected outputs are 
established, after which the model is sequentially 
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detailed, revealing complex functions into sub-
functions in the form of a hierarchy (Fig. 2).

Along with this, the ICAM method should also 
be taken into account. The auxiliary method ICAM 
(Integrated Computer Aided Manufacturing) is 
used because it was within this program that the 
IDEF0 logic was formed as a disciplined way of 
describing functions, flows and resources in com-
plex organizational and technological systems. 

It should be emphasized that IDEF0 is a func-
tional method for describing complex systems, in 
which each process is modeled not as a “black box,” 
but as a function of transforming inputs according 
to certain rules into measurable outputs with the 
involvement of specific execution capabilities. For-
mally, the process Ai is represented by a tuple (1):

Ai   ⟨Ii , Ci , Oi , Mi , fi ⟩,                    (1)

In a multilevel representation, the upper pro-
cess A0 is decomposed into subprocesses A1, …, 
A3 with the condition of balancing interfaces (2):

 A0 = 3
1 k
 
Ak.                          (2)

ICAM sets a culture of standardization, inte-
roperability and documentation, forces to clearly 
record requirements, constraints, roles and arti-
facts at each stage of modeling. Thanks to this, 
IDEF0 is not reduced to “process pictures,” but 
turns into a controlled cycle of analysis and de-
sign, suitable for both production systems and 
public administration. 

From a theoretical point of view, IDEF0 is pre fe-
rable here to BPMN, System Dynamics and stand- 
alone MCDA because the core research problem 
is the formal structuring of assessment functions 
and governance interfaces, rather than only event 
sequencing, dynamic simulation or ranking. BPMN 
is highly effective for describing executable work-
flows and event-driven coordination, but it is less 
explicit in separating inputs, controls, outputs and 
enabling mechanisms for analytical governance. 
System Dynamics is po werful for feedback loops, 
delays and scenario si mulation, yet it presupposes 
a deeper level of parameter calibration than is cur-
rently available for a first-stage regional security 
assessment framework. MCDA remains essential, 

Table 1. Main Gaps in the Scholarly Research and Practical Literature

Main gap Consequences

Lack of a unified, reproducible methodology for assessing 
the region’s innovation potential specifically in the context 
of national security

Split resources, incommensurability of results bet ween 
regions, weak prioritization and slow decision-making

Insufficient integration of institutional, legal, organizatio-
nal, and technological dimensions (predominance of “silo” 
analysis)

Inconsistency of policies with real security needs, 
regulatory barriers to innovation, loss of time for 
coordination

Lack of standardized data and metrics at the regional level 
(capability indicators, level of technological readiness, per-
sonnel competencies, financial viability)

Limited monitoring and comparison capabilities, 
high risk of errors in the selection of projects and 
support mechanisms

Imperfect logic for managing a portfolio of projects and dual- 
purpose solutions (civilian/defense), lack of transparent 
ranking criteria

Duplication of initiatives, underfunding of critical 
areas, weak accountability and transparency for sta-
keholders

Source: developed by authors.

Fig. 2. Interrelated reasons that require the implemen-
tation of the region’s innovation potential in the national 
security system
Source: developed by authors.

Influence of the control system

Inputs Block name (Ai)(Ai)
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but mainly at the stages where already validated 
indicators and alternatives must be weighted and 
prioritized. For this reason, we see IDEF0 as the 
primary architectural language.

To begin with, let’s form A0 in the context of 
further functional modeling. Thus, in our case, A0 
models the managed process “Assess the innova-
tion potential of the region in the system of en-
suring national security,” which covers the full 
cycle. For reproducibility, versioning of diagrams, 
clear tracing rules between levels A0 → A1—A3 
and regular updating of the model in accordance 
with changes in the external environment are as-
sumed. Let’s highlight the main basic conditions 
for developing a functional model for ensuring 
the implementation of the assessment of the in-
novation potential of the region in the system of 
ensuring national security (Fig. 3).

Next, we form the ICOM (Inputs–Controls–
Outputs–Mechanisms) model as an introductory 
framework for IDEF0 functional modeling. Thus, 
it clearly captures what exactly feeds the evalua-
tion process (inputs), what norms and strategies 
it is guided by (control), what measurable results 
it should generate (outputs), and who and with 
what (mechanisms) ensures the performance of 
functions (Fig. 4).

Next, we provide a description of the stages 
(A1—A3) of the IDEF0 model for assessing the 
innovation potential of the region in the national 
security system:

А1. Data identification and normalization, set-
ting criteria and system boundaries. The first sta-
ge involves the formation of a complete register of 
data sources and activities. This also includes mea-
sures to define the boundaries of analysis and stan-

Fig. 3. The main basic conditions for developing a functional model for ensuring the 
implementation of the assessment of the innovation potential of the region in the system 
of ensuring national security
Source: developed by authors.

Modeling goal:
To create a holistic functional model of a phased assessment of the region’s 
innovation potential for making coordinated management decisions
in connection with national security goals

Context of application:
Full cycle from inventory of competencies and infrastructure, assessment
of technological readiness and human resources capabilities, risk and 
bottleneck analysis to the formation of indicators, prioritization and launch
of project portfolios with subsequent monitoring and adjustment; versioning 
and regular updates are provided

Modeling technology:
IDEF0 principles with formalization of interfaces via ICOM (Inputs, Controls, 
Outputs, Mechanisms), hierarchical decomposition, unambiguous verb names 
of functions, fixation of constraints and decision points, version numbering 
and tracing of links between diagrams

Soware:
Any vector graphics editor or Microso Visio; if necessary, collaboration and 
version control tools for collective modeling

Point of view and target audience:
National security entities in Ukraine
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dardize terms, formats, and rules for accessing 
information, which shape the information secu-
rity paradigm. In parallel, criteria and metrics for 
assessing innovation potential in the context of na-
tional security are being developed. The final re sult 
of A1 is a validated and transparent set of “inputs” 
and “controls” for a number of steps, such as a data 
catalog with descriptions of quality and sources, a 
dictionary of indicators for calculation methods, 
and a register of standards and strategies.

A2. Assessment of capabilities and problem areas, 
building a profile of the region. The second stage 
transforms the collected “inputs” into a structu red 

profile of the region’s innovation capabilities, using 
criteria agreed with A1. Analysis is performed at 
the level of functions and subfunctions. For each 
block, strengths, “bottlenecks,” risks, as well as ca-
pabilities for rapid conversion and scaling of dual-
purpose solutions are determined. The output is an 
integral index and thematic sub-indices, a map of 
competencies and dependencies, a matrix of risks 
and readiness for implementation, reflecting the 
cause-and-effect relationships between the region’s 
innovation activity and national security goals.

А3. Prioritization and list of solutions, roadmaps 
and rules of engagement. The third stage transla-

I1
Regional statistical and spatial data

I2
Maps of national security threats and needs, 

including cybersecurity, energy sustainability, 
logistics, medical readiness

O2
Agreed priorities and roadmaps, portfolios

of dual-purpose projects, decisions on 
funding and implementation mechanisms

O1
Profile of the region’s innovation capabilities: 

indices, indicators, competency map, 
bottlenecks and risks

M1
Line ministries, regional 

administrations, 
development agencies, 

universities, R&D 
institutions, clusters, 
business associations, 

expert councils

C1
National security 

strategies and policies, 
state and regional 
strategies of smart 
specialization and 
innovation-driven 

development

M2
Registries and data 

platforms, analytical 
tools, laboratories, 
technology transfer 

centers, logistics and 
energy systems

C2
Norms, standards, 

assessment 
methodologies, 

including data protection 
requirements, ethical 

requirements
and reporting standards

A0
Assess the innovation potential of the region
in the system of ensuring national security

Fig. 4. The main basic conditions for developing a functional model for ensuring the implementation of the assess-
ment of the innovation potential of the region in the system of ensuring national security
Source: developed by authors.
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tes the capability profile into specific management 
actions. Thus, a ranked portfolio of projects and 
reforms is formed with transparent criteria. Road-
maps with milestones, resource models, respon-
sible institutions and co-financing mechanisms 
are developed. The “outputs” of A3 are, in essence, 
agreed priorities, a portfolio of dual-function ini-
tiatives, a set of performance indicators and im-
plementation rules to directly ensure the achieve-
ment of A0 (Fig. 5).

Directives and process information are needed 
to transform the assessment from a one-off ana-
lytical exercise into a manageable, repeatable and 
accountable cycle. Together, they provide a com-
mon “language” for all participants, reduce the risk 
of errors and conflicts of interpretation, acceler-
ate decision-making, and allow for comparison of 
results across regions and over time (Table 2).

The advantage of IDEF0 is that any block A1—A3 
can be formally detailed to the second and further 
levels, revealing a complex function into subfunc-
tions with clear “inputs,” “controls,” “mechanisms” 
and “outputs.” This kind of decomposition allows 
us to localize responsibility, accurately specify the 

necessary data and standards for each substep. 
We demonstrate this for A2 (Fig. 6).

A21. Calculating indicators and merging data 
into a single analytical set. In sub-step A21, we 
transform the sources prepared in A1 into a uni-
fied analytical array. The result is a verified data-
set at the region-sector-function level, ready for 
capability profiling, with full formula traceability 
and a data quality log.

A22. Mapping capabilities and identifying 
threats. A22 transforms an array of analytical data 
into a structured system of ideas about real pos-
sibilities. The result is a regional capabilities atlas, 
listing the strengths, risks, and specific threats as-
sociated with individual institutions and response 
timeframes.

A23. Integral assessment and expert validation 
of the region’s profile. At A23, we aggregate nor-
ma lized indicators into thematic sub-indices and 
an integral index of innovation capabilities, per-
form sensitivity analysis to weights and thresh-
olds, and form a matrix of readiness for imple-
mentation. The output is an approved regional ca-
pabilities passport.

Fig. 5. Decomposition of the first level of the IDEF0 context diagram for ensuring the 
implementation of the assessment of the innovation potential of the region in the system 
of ensuring national security
Source: developed by authors.

А1
Data identification and normalization, 
setting criteria and system boundaries

I1

C1 C2

M1 M2

Process
regulation

directives А1

Process
regulation

directives А2

Process
regulation

directives А3

I2

O1

O2

Information about
the progress

of the process А1

Information about
the progress

of the process А2
Information about

the progress
of the process А3

А2
Assessment of capabilities and problem 

areas, building a profile of the region

А3
Prioritization and list of solutions, 
roadmaps and rules of engagement
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Table 2. Process Regulation Directives and Progress Information A1—A3

A Regulatory guidelines Progress information

A1   Mandatory approval of indicators and calculation 
methods;

  Approval of weighting factors and procedures for 
their revision; uniform data and metadata formats,

  Rules for integrating sources;
  Policy for protecting personal data and commercial 

secrets;
  Protocol for resolving indicator confl icts

  Coverage of the source register (%), date of last update;
  List and status of approved boundaries (territory/

period/sectors);
  Report on compliance with formats and metadata 

(proportion of records that comply with the stan dard)

A2   Mandatory piloting in at least three typologically 
diff erent regions;

  Feedback-based calibration protocol for thresholds 
and weights;

  Standardized testing scenarios for panels and re ports

  Values   of the integral index and sub-indexes (with 
confi dence intervals/sensitivity to weights);

  Map of competencies and dependencies (version, date);
  Matrix of risks and readiness (list of critical risks, 

responsible parties, response times);
  List and status of identifi ed “bottlenecks”

A3   Approved regulations of roles and responsibilities;
  Schedule for updating data, weights and metho-

dolo gies;
  Standards for public reporting and open data;
  Information protection, backup and recovery po-

licies

  Ranked list of projects with justifi cation of points and 
funding sources;

  Status of roadmaps (percentage of milestones comp-
leted, overdue tasks);

  KPI performance indicators (actual vs. plan, warning 
signals);

  Minutes of coordination meetings and decisions made

Source: developed by authors.

А21
Calculating indicators and merging data 

into a single analytical set

I1

C1 C2

M1 M2

Process
regulation

directives А21

Process
regulation

directives А2

Process
regulation

directives А22

Process
regulation

directives А23
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Source: developed by authors.
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Our approach fundamentally shifts the focus 
from technological or legal subsystems to a guided 
process of assessing the region’s innovation poten-
tial in direct relation to national security goals, 
formalized in IDEF0 with the ICOM introducto-
ry model and clear stages A1—A3. Unlike works 
that are dominated more by the description of ar-
chitectures or algorithms without process decom-
position, we introduce transparent interfaces of 
“inputs,” “controls,” “outputs” and “mechanisms,” 
da ta standards, weighting factors and prioritization 
rules, which makes the results reproducible bet-
ween regions and suitable for institutionalization. 
As emphasized by O. Ilyash et al. [16], the predic-
tive model of the impact of technological growth 
components on economic security provides va-
luab le quantitative optics, but does not set a pro ce-
dural framework for data collection and va li da tion 
and does not establish a regulation of ins titu tional 
interaction; in our case, these issues are resolved 
by stages A1 (standardization) and A3 (regula-
tion, monitoring). As demonstra ted by the results 
of A. J. Saleh et al. [17], ensuring proper legal go-
vernance of cryptoassets is an important element 
of national security. In our case, the results of the 
study integrate the legal dimension as “governan-
ce” into ICOM, while combi ning it with data, me-
chanisms, and outputs at the regional level.

At the level of implementing regional metho-
dologies, O. Raevneva [18] systematizes existing 
approaches to the economic security of regions 
and assessment technologies. However, the results 
of the study are limited to individual indicators. 
Our study is somewhat expanded, since it inclu-
des a process superstructure that combines indi-
cators with roadmaps and procedures for portfo-
lio selection of dual-functional solutions. The re-
sults of the study by D. Stadelmann et. [19] prove 
that the human resources potential of politicians 
and representatives of the military sphere has a 
direct impact on security policy. We believe that 
this factor is important, but not contextual, since 
it does not neutralize the role of a transparent da-

ta and process architecture. Our study also takes 
this factor into account, but as an element of “me-
chanisms” and “management,” without changing 
the procedural logic. Ultimately, according to 
Y. Bekh et al. [20], the factor of creative leader-
ship is also important in the context of change 
management. However, in our opinion, without 
establishing and maintaining a standardized pro-
cess and metrics, even the most advanced creative 
leadership can be ineffective. In this context, our 
approach also includes this element, but as part of 
the operational cycle.

Summarizing the results of our research, we 
note that we managed to substantiate that the as-
sessment of the innovation potential of the region 
is an integral element of the system of ensuring 
national security, since it directly affects the pro-
tection of sovereignty, territorial integrity, demo-
cratic constitutional order and other national in-
terests. The functional model IDEF0 proposed by 
us with the introductory model ICOM provides a 
controlled decomposition of the process from de-
fining boundaries, criteria and data standards to 
the formation of portfolios of dual-functional so-
lutions, roadmaps and regulations of interaction 
between all subjects of ensuring national security. 
Thus, the phased logic A1—A3 creates a repro-
ducible circuit that connects indicators of inno-
vation with specific management actions. As a 
result, we obtain an effective methodological app-
roach that eliminates key gaps at the junction of 
institutional, organizational and technological as-
pects, moves the discussion from the level of ge-
neral declarations to operationally managed prac-
tices and provides a basis for comparability of re-
gions and accountability of decisions.

However, not everything was achieved within 
the framework of this article. Therefore, the pros-
pects for further research will be to study the im-
pact of the growth of corruption, leadership and 
motivation systems on the speed of scaling inno-
vations, in particular through comparative case 
studies of regions of different types.
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КОНЦЕПТУАЛЬНЕ ФУНКЦІОНАЛЬНЕ МОДЕЛЮВАННЯ 
ОЦІНКИ РЕГІОНАЛЬНОГО ІННОВАЦІЙНОГО ПОТЕНЦІАЛУ 
В СИСТЕМІ НАЦІОНАЛЬНОЇ БЕЗПЕКИ  

Вступ. Інновації є критичною умовою стійкості та відновлення регіонів України навіть попри пандемію 
COVID-19 і повномасштабне збройне вторгнення російської федерації, адже безпосередньо зміцнюють 
захищеність суверенітету, територіальної цілісності та демократичного конституційного ладу. Кожна об-
ласть має власний інноваційний і безпековий потенціал, який слід розкривати через системне оцінювання 
як відправну точку для пріоритизації інвестицій та узгодження з цілями національної безпеки.

Проблематика. Відсутній узагальнений, простий у використані та відтворюванні методичний підхід, 
що комплексно відображає сам процес оцінювання інноваційного потенціалу саме в контексті забезпе-
чення національної безпеки, через що виникають розпорошення ресурсів, дублювання зусиль і повільне 
впровадження рішень. Необхідною є розробка функціональної моделі оцінювання на основі IDEF0 
(Integration Defi nition for Function Modeling), яка структурує входи, виходи, керування і механізми, забез-
печуючи узгоджені управлінські рішення та прозорі критерії відбору проєктів.

Мета. Обґрунтувати і побудувати на основі функціонального моделювання IDEF0 декомпозицію поетап-
ного процесу оцінювання інноваційного потенціалу регіону в системі забезпечення національної безпеки 
для прийняття узгоджених та максимально ефективних управлінських рішень. 

Матеріали й методи. Застосовано функціональне моделювання IDEF0 із побудовою контекстної діаг-
рами та ієрархічної декомпозиції функцій, спираючись на принципи програми ICAM. 

Результати. Запропоновано методичний підхід на основі IDEF0 з моделлю ICOM і етапами A1—A3, що 
формує стандартизовані дані, узгоджені метрики, профіль спроможностей, ранжований портфель рішень 
і дорожні карти їх реалізації. 

Висновки. Оцінювання інноваційного потенціалу регіону є необхідною умовою зміцнення національ-
ної безпеки, бо напряму переводить стратегічні цілі у керовані, перевірні дії.
Ключові слова: національна безпека, модель IDEF0, інновації, інноваційний потенціал, регіони.


