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UNMANNED TRANSPORT. MODERN TECHNOLOGIES,
CHALLENGES, AND PROSPECTS

Abstract. The article provides an in-depth review of the current stage of
unmanned transport development, synthesizing information on technological
innovations, legislative initiatives, overcome and ongoing challenges, and
forecasting future directions of its evolution in the context of global trends and prior
research. To achieve this goal, the study focuses on analyzing key changes that
occurred specifically between 2020 and 2025, addressing fundamental questions
regarding progress and obstacles on the path to autonomous mobility.

Regarding the first key question — new technologies that have emerged or
undergone significant development in recent years — notable progress has been
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made in enhancing sensor systems and data processing algorithms. Between 2020
and 2025, improvements were observed not only in the performance of existing
sensors, such as LIiDAR (Light Detection and Ranging), radars, and cameras
(including higher resolution, range, and interference resistance), but also in their cost
reduction, bringing the technology closer to the mass market.

A significant trend has been the advancement of sensor fusion technologies,
which integrate data from various sensor types to create a more comprehensive,
accurate, and reliable picture of the surrounding environment. Concurrently, a leap
in artificial intelligence algorithms, particularly deep learning, has significantly
improved object recognition (pedestrians, vehicles, road signs), behavior prediction,
and decision-making in complex traffic scenarios.

The development of V2X (Vehicle-to-Everything) communication
technologies has also gained momentum, enabling vehicle-to-vehicle and vehicle-
to-infrastructure interactions, which are critical for enhancing safety and efficiency,
especially in dense traffic conditions. Additionally, advancements in high-definition
(HD) maps, powerful computing platforms capable of real-time processing of vast
data volumes, and widespread use of simulation environments for virtual testing and
validation of control algorithms have played a significant role.

The second critical question concerns the dynamics of legislative changes.
The 2020-2025 period marked a turning point, shifting from predominantly
experimental regulation to more systematic approaches. Many countries, including
EU member states, the USA, China, and Japan, actively developed and implemented
new laws and standards related to testing unmanned vehicles on public roads, their
certification, and safety requirements.

Notable were the initial efforts to regulate commercial operations, particularly
for robotaxi services and autonomous freight transport in specific geographic zones
or designated routes. At the international level, the United Nations Economic
Commission for Europe (UNECE) intensified efforts to harmonize technical
regulations, particularly regarding Automated Lane Keeping Systems (ALKS) and
other automated driving functions. However, despite significant progress, the
legislative framework remains fragmented. Issues such as legal liability in accidents
involving highly automated vehicles, cybersecurity standards, data protection, and
the normative establishment of ethical principles for Al operation require further
thorough development and international coordination.

The third research question focuses on challenges that have been overcome
and those that remain relevant. Over the past five years, developers have made
significant strides in improving the reliability of perception systems in complex
conditions, though ensuring flawless operation in extreme weather (heavy rain,
snowfall, fog) or poor lighting remains a major technological barrier.

Considerable attention has been devoted to cybersecurity, with the
development of protocols to protect against hacking and unauthorized access, though
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this threat remains persistent and demands ongoing vigilance. Public discourse on
ethical aspects, particularly programming vehicle behavior in unavoidable crash
scenarios, has intensified, prompting initial attempts to formulate relevant guidelines
and standards, yet a universal solution has not been found.

Among the critical ongoing challenges are the ability of autonomous systems
to adequately respond to unpredictable events and rare scenarios (“edge cases”),
especially in chaotic urban environments; achieving high levels of public trust and
technology acceptance; ensuring interoperability of systems from different
manufacturers; and addressing potential socioeconomic issues related to labor
market transformations in the transport sector. The cost of comprehensive
autonomous driving systems, while decreasing, remains high, limiting their
widespread adoption in affordable market segments.

Finally, analyzing the prospects for further implementation, it is evident
that the 2020-2025 period has laid the foundation for more active integration of
unmanned technologies in the near future. Progress in technology, the gradual
formation of a legislative framework, and accumulated testing experience pave the
way for expanding application areas. The most realistic prospects for the coming
years include the deployment of autonomous systems in controlled environments:
shuttles in airports, university campuses, and large industrial zones; robotic last-mile
delivery services; and highly automated freight transport on highway routes.

The emergence of commercial robotaxi services in select cities indicates the
technology’s gradual approach to consumers, though full autonomy (Level 5 per
SAE classification), enabling vehicles to operate anywhere and in any conditions
without human intervention, remains a more distant prospect. Further diversification
of applications is expected in agriculture, construction, and municipal services. The
success of further implementation will depend on the synergy of efforts among
developers, legislators, infrastructure operators, and society as a whole, aimed at
resolving remaining technological, legal, and social issues.

The subsequent sections of this article will provide a detailed examination of
each of these aspects, offering an in-depth analysis of technological innovations,
regulatory changes, key challenges, and substantiated forecasts for the future of
unmanned transport based on data and trends observed in 2020-2025.

In this study, the methods of analytical review, comparative analysis, and
systematization of literary and regulatory sources were applied.

Keywords: unmanned vehicles, autonomous driving, artificial intelligence,
sensor systems, LIDAR, radars, GPS, legal regulation, ethical dilemmas, road safety,
technical challenges, unmanned trucks, infrastructure for autonomous vehicles,
Tesla, Waymo, Google, Kodiak Robotics, Nuro.
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BE3NLJIOTHUN TPAHCIIOPT. CYYACHI TEXHO.IOTTI,
BUKJIMKU TA IEPCIIEKTUBH

AHoTtaniss. CTaTTs MNOPOMNOHYE MOTIUOJCHUN OrJsiJ] Cy4acHOro eTamy
PO3BUTKY O€3IMIJIOTHOTO TPAHCIIOPTY, CHHTE3YI0UH 1H(POPMAIIII0 PO TEXHOJIOT14HI
1HHOBAIIli, 3aKOHOJABYl 1HIIIATUBU, TMOJOJIAHI Ta aKTyajbHI BUKIHKH, a TaKOXK
MPOTHO3YIOYM MaiOyTHI HampsIMKHM MOTr0 €BOJIIOIII B KOHTEKCTI TIJIOOAIbHUX
TEHJICHIII Ta momepenHiXx aochipkeHb. I1o0 TOCATTH MOCTAaBICHOI METH,
JOCIIIKEHHST 30CePEKYEThCS HAa aHaIli31 KIOYOBUX 3MiH, IO BiOyIHCS came B
nepion 2020-2025 pokiB, BIANOBIJalOYM Ha (yHAAMEHTAIbHI MHUTAHHS IIOAO
porpecy Ta MNEepeiko/l Ha IUIAXY 10 aBTOHOMHOI MOO1JIBHOCTI.

Posrnsnaroun mepiie KIHOYOBE MHUTAaHHS — NMPO HOBI TEXHOJOTII, IO
3’aBujancsa a00 3a3HAJM CYTTEBOIO PO3BUTKY 32 OCTAHHI POKH, — CIijJ
BIJI3HAYMUTH 3HAYHUI MPOrpec y BJOCKOHAIIEHHI CEHCOPHUX CUCTEM Ta aJIrTOPUTMIB
00poOku manux. Y nepion 2020-2025 pokiB criocTepirajiocs: He JIUIIE MOKPAIeHHS
XapaKTEePUCTUK iCHyIO‘-II/IX ceHcopiB, Takux sk LiDAR (Light Detection and
Ranging), pa;[aplB Ta Kamep (30Kpema, TMiIBHINEHHS PO3AUTBHOI 3aTHOCTI,
JTaNbHOCTI Aii Ta CTIAKOCTI 0 HepemKon) ajle ¥ aKTUBHE 3HIDKEHHS iXHBOT
BapTOCTI, 110 HAOJIU3UIIO TEXHOJIOTIIO O MAaCOBOTO PUHKY.

BaxxnuBuM TpeHAOM CTaJI0 BAOCKOHAIECHHS TEXHOJOTIN ceHCopHo2o 3nummsi
(sensor fusion) TobOTo o0O0'eaHaHHS i1H(pOpPMALi CEHCOPIB, SKI 103BOJIAIOThH
IHTErpyBaTHy JaHi 3 pI3HUX THUIIIB JATYHUKIB JJIsI CTBOPEHHS OUIBII TOBHOT, TOYHOI Ta
HaJIHHOT KApTHHH HABKOJIMIITHLOTO cepenoBuiia. [lapanensHo BigOyBaBcst CTpuOOK
Yy PO3BUTKY QITOPUTMIB IITYYHOr'O I1HTEIEKTY, OCOOJMUBO TIMOOKOr0 HaBYAHHS
(deep learning), 1110 103BOIMIIO CYTTEBO MiABUIIUTH SKICTh PO3Mi3HABAHHS 00'€KTIB
(MmIoxo/iB, TPAHCIOPTHHUX 3acOo0iB, MOPOXHIX 3HAKIB), MPOTHO3YBaHHS iXHBOT
MOBEIHKH Ta MIPUIHATTS PIIICHD B CKIQHUX JOPOXKHIX CUTYaIlisX.
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PosButok komyHikaniiaux TexHosorii V2X (Vehicle-to-Everything) Takox
HaOpaB 00€pTiB, BIAKPUBAIOYHM MOXKIIUBOCTI JIJIsl B3a€MO/I1i aBTOMOO1TIB MK CO000
Ta 3 1HQPACTPYKTYPOIO, IO € KPUTUYHO BAXKIMBUM JUJISl MIJBUILEHHS O€3MeKu Ta
e(eKTUBHOCTI PyXy, OCOOJMBO B yMOBax HIuibHOTO Tpadiky. Kpim Toro, 3Hauny
poJIb BiAirpanu BAOCKOHAJIEHHS BHUCOKOTOYHUX KapT (HD-kapt) Ta po3BUTOK
MOTYXXKHUX OOYHCIIOBAIBHUX IUIATHOPM, 3AaTHUX OOpOOJIATH BEIWYE3HI MACHBHU
JAHUX B PEKHUMI PEaTbHOTO Yacy, a TAKOXK IMUPOKE BUKOPUCTAHHS CHUMYJISIIIHIX
CEpEeOBHIL JJIs BIpTYyaJbHOTO TECTYBaHHS Ta Bajifalii afrOpuTMiB KEpyBaHHSI.

Jlpyre, He MEHII BaXIJHUBE IHTAHHS, CTOCYETHCS AMHAMIKH 3MiH Yy
3axkoHoAaByiil 6a3i. [lepion 2020-2025 pokiB cTaB MEPEIOMHUM Y CEHCI MEPEXOAY
BiJl MEPEBAXXHO EKCIIEPUMEHTAIBHOIO pEryJjloBaHHs 110 (QopMyBaHHS OUIbII
CUCTEMHUX MiaxoAiB. baraTo kpain cBiTy, Bkitoyatouu aepxasu €C, CILA, Kurait
Ta SMOHII0, aKTUBHO PO3POOJISIIM Ta BIPOBAKYBAIM HOBI 3aKOHH Ta HOPMAaTUBH,
IO CTOCYIOTHbCSI T€CTyBaHHSA OE3MUIOTHUX aBTOMOOUIIB Ha JOpOrax 3arajbHOTO
KOPUCTYBaHHS, X cepTHdiKallii Ta BAMOT J10 OC3IEKHU.

3HAKOBMMHU CTalM Mepuri copoOM BPEryjIloBaTH MUTAHHS KOMEPLIMHOI
eKCILTyaTarlii, 30KpeMa, Jijisi CEpBICIB pOOOTAKCI Ta aBTOHOMHHUX BAaHTAKHUX TTEpEBe-
3€Hb y MeBHUX reorpadiynux 30Hax a00 Ha BUBHAUCHUX MapuipyTax. Ha mixkaapoa-
HOMY piBHI aKkTHBI3yBajlaca poOoTa B pamkax Exonomiunoi xomicii OOH s
E€pponu (UNECE) mo0 rapMoHi3alii TEXHIYHUX PETJIaMEHTIB, 30KpeMa, CTOCOBHO
cucteM yTpuMmaHHs cmyru pyxy (ALKS) ta iHmumx ¢yHKIIH aBTOMaTH-30BaHOTO
BOJIHHS.

[IpoTe, He3BaXkarOUM Ha 3HAYHUU TPOTPEC, 3aKOHOJaBYa Oa3a BCE IE 3aJIH-
HIa€ThCsl PPAarMEHTOBAHOIO, @ MUTAHHS IOPUAMYHOI BIANOBIganbHOCTI y pasi JTII
3a y4acTI0O BHCOKOaBTOMATHM30BaHHWX TPAHCHOPTHUX 3aco0iB, CTaHOApTH
Ki0epOe3neKn Ta 3aXUCTy JaHMX, a TAaKOX HOPMATHBHE 3aKpPIIUIEHHS E€THYHHUX
npuHimniB podotu LI nmoTpeOyoTh MOJANBIIOrO PETENHHOTO OINpAIOBaHHS Ta
y3rOJIPKEHHS Ha HAIlIOHATBHOMY Ta MIXXHAPOJHOMY PiBHSIX.

Tpere nocnipnuibke NMUTaHHS (DOKYCYETHCS HA BHKJIMKAX, AKI BAaJIOCH
MOJ0JIATH, TA THX, IO 3AJUIIAKTHCH AKTYAJbHUMHU. 32 OCTaHHI M'SITh POKIB
PO3pPOOHUKH JOCSTIIM TIOMITHOTO TMPOTPECy B IMIJBHINEHHI HAIIHHOCTI CHCTEM
CHOPUMHATTA B CKJIAJHUX YMOBax, Xoda 3a0e3neueHHs Oe3noraHHoi poboTu B
EKCTpEMaIbHUX IOrOJHUX yMOBaxX (CHJIBHUM JOII, CHIromaja, TymaH) abo Ipu
MIOTAaHOMY OCBITJICHH1 BCE III€ € CEPHO3HIM TEXHOJIOTIYHUM Oap'epoM.

3HayHy yBary OyJl0 MpUAUIEHO TNHTaHHAM KiGepOesneku, po3poOii
MPOTOKOJIIB 3aXUCTY BiJ] 371aMiB Ta HECAHKI[IOHOBAHOTO JIOCTYIY, X0ua IIs 3arpo3a
3aJIMIIAE€THCS MOCTIMHOIO 1 BUMarae HEeBMUHHOI yBaru. [lyOmiuHuil AucKkypce moao
€TUYHHX ACITIEKTIB, 30KpeMa MporpaMyBaHHs MOBEIIHKM aBTOMOOUISI B HEMUHYUYUX
aBapIMHUX CUTYyaIlIIX, aKTUBI3YBaBCS, II0 CIIOHYKAJIO M0 MEPIIUX crpod Gopmy-
BaHHS BIIMOBITHUX PEKOMEH/IAII# Ta CTaHIapTIB, OJIHAK YHIBEPCAIBHOTO PIIICHHS
JI0C1 HE 3HANIEHO.
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Cepen BUKIIMKIB, IO 3aJMIIAIOTHCS KPUTHUHUMHM, — 3JaTHICTh ABTOHOMHUX
CHUCTEeM aJICKBaTHO pearyBaTH Ha HerepeadadyBaHI IMOJIi Ta PiAKICHI cIeHapii
(«edge cases»), 0COOIMBO B XAOTHYHOMY MICBKOMY CEpPEIOBHII; JTOCATHEHHS
BHCOKOTO pIBHS CYCHUIBHOI JIOBIpM Ta NPUUHATTA TEXHOJIOTIl; 3a0e3nedeHHs
IHTEpOIepadebHOCTI CUCTEM PI3HUX BUPOOHUKIB; a TaKOX BHPIINICHHS
MOTEHIIIMHUX COIliaIbHO-EKOHOMIYHHMX TPOOJIeM, MOB'I3aHuX 13 TpaHchopMaIriero
PUHKY IIpalll B TPaHCIIOPTHIH ramxysi. BapTiCTh KOMIUIEKCHUX CUCTEM aBTOHOMHOI'O
BOJIHHSI, X0U 1 3HU)KYETHCS, BCE I11€ 3THUILIAETHCSI BUCOKOIO, 110 00MEXKYE X MacoBe
BIPOBAHKCHHS B JOCTYITHUX CETMEHTAX PUHKY.

Hapemri, aHamizyroun NMepcneKTHBU MOAAJIBIIOIO BIPOBAIKEHHS, CTA€E
oueBHIHUM, 1110 nepiog 2020-2025 pokiB 3akiaB GyHAAMEHT JJIsl OLIbII aKTUBHOT
iHTerpaili Oe3miJIOTHUX TEXHOJIOTIH y HaiOmmxdomy manOyTHhOMY. IIporpec y
TEXHOJIOTISX, MOCTYyNOBe (POpMyBaHHS 3aKOHOJIaBUOi 0a3u Ta HAKOMUYEHUMN JTOCB1J
TECTYBaHHS BIJKPUBAIOThH ILISAX JI0 PO3LIMPEHHS cep 3actocyBaHHsA. HailOunbiu
pEATICTUYHUMHM HAa HAWOIMK4Yl POKM BUIJISAAIOTH MEPCHEKTUBH BIPOBAKEHHS
ABTOHOMHHMX CHCTEM Yy KOHTPOJIbOBAHUX CEPEAOBMINAX: IMIATIM B aepoOIoOpTax,
YHIBEPCUTETCHKHUX KaMITycaX, BEJIMKUX IPOMHUCTIOBUX 30HAX; POOOTHU30BaH1 CITy>KOU
JMIOCTaBKH «OCTAHHBOI MHJI», a TaKOX BHCOKOABTOMATHU30BaHI BaHTa)HI
NIEPEBE3CHHSI HA MariCTPaIbHUX MapIIpyTax.

[losiBa KOMEpUIWHUX CEPBICIB POOOTAKCI B OKPEMHX MICTaxX CBIAYHUTH IPO
MIOCTYIIOBE HAOJIMKEHHS TEXHOJIOTIi IO CIIOXWBaya, XO04a MMOBHA aBTOHOMHICTh
(PiBerp 5 3a xnacudikarietro SAE), mo m03BoJiss€ TPaHCIOPTHOMY 3aco0y
nepecyBatucs Oyab-ie 1 3a Oylb-KMX yMOB 0€3 BTpy4YaHHS JIIOAWHH, BCE IIE
pPO3MISAAETHCA K OUIBII BifjajieHa nepcrnekTuBa. OUiKyeThCsl Mojajblia JUBEp-
cudikamis 3acTOCyBaHb y CUIBCHBKOMY TOCHOJAPCTBI, OYJIBHUIITBI Ta KOMYHaJb-
HOMY TOCMOJApPCTBi. YCHINIHICTh MOAAJIBIIOTO BIPOBAKEHHS 3aJeKaTUME BIJ
CUHEpTii 3yCWIb PO3pOOHHUKIB, 3aKOHOJABIIB, 1HPPACTPYKTYpHHUX OIEpaToOpiB Ta
CYCIUIBCTBA B LIJIOMY, CIPSIMOBAHUX HAa BUPIIICHHS 3aJUIIKOBUX TEXHOJIOTTYHHUX,
IIPABOBUX Ta COI[IaJIbHUX MMUTAHb.

[Tomanpini po3aiau i€l CTaTTI AETAIBHO PO3IIITHYTh KOXKEH 13 3a3HAYCHUX
ACTEeKTIB, HAJIaI0UX MOTIUOJICHUI aHaJIi3 TEXHOJOTIYHUX 1HHOBAIIIH, PEryJISTOPHUX
3MiH, KIIOYOBUX BHUKJIHUKIB Ta OOIPYHTOBaHI MPOTHO3U IOAO MalWOYTHHOTO
O€3MUIOTHOTO TPAHCHOPTY HAa OCHOBI JaHUX Ta TEHJACHI[H, [0 CIOCTEpIralucs y
2020-2025 poxax.

Y nmaHoMy JOCHIIPKEHHI 3aCTOCOBAHO METOJA AaHATMITHYHOTO OIS,
MOPIBHSJIBHOTO aHATI3y Ta CUCTeMaTH3allll JJITepaTypHUX 1 HOPMATUBHUX JIKEpeET.
Kuato4doBi cioBa: 6e3nuioTHI aBTOMOOLI1, aBTOHOMHE BOJIIHHS, IITYYHUN
1HTEeNeKT, ceHcopHi cuctemu, LIDAR, panapu, GPS, npaBoBe peryitoBaHHs, €TUYHI
nuiaeMu, 0e3neka JOPOKHBOTO PyXy, TEXHIUHI BUKJIMKH, OC3IMUIOTHI BaHTAXKIBKH,
inppacTpykrypa s OesminotHukis, Tesla, Waymo, Google, Kodiak Robotics,
Nuro.
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Problem Statement. The modern world stands on the threshold of a
transportation revolution, driven by the rapid development and integration of
autonomous vehicle technologies. Unmanned transport is no longer merely a
futuristic concept but is becoming a tangible factor poised to fundamentally transform
the paradigms of mobility, logistics, urban planning, and social interaction.

The significance of this transformation cannot be overstated: the potential to
enhance road safety by minimizing human error, optimize traffic flows and reduce
congestion, increase the efficiency of freight transport, and improve transport
accessibility for people with disabilities and the elderly represents only a fraction of
the anticipated benefits fueling intensive research and development in this field
worldwide. Global challenges such as urbanization, the need to reduce greenhouse
gas emissions, and the pursuit of sustainable solutions for transportation systems
further underscore the relevance and urgency of implementing autonomous
technologies.

This article aims to provide a comprehensive analysis of key achievements,
challenges, and trends in the field of unmanned transport from 2020 to 2025. This
time period was chosen deliberately, as it marks significant progress from
experimental developments to the initial stages of commercial implementation and
large-scale testing in real-world conditions.

This study is a logical continuation of the previous article, “Evolution of Self-
Driving Cars: From Experiments to Everyday Use” [1], which focused on the
historical evolution of autonomous driving technologies and examined the
fundamental stages of concept development and foundational systems. While the
previous study laid the groundwork for understanding the origins and gradual
development of unmanned systems, this work concentrates on the dynamics of
recent years, analyzing how the transition from theoretical advancements and
laboratory testing to practical application and integration into existing transportation
infrastructure has unfolded.

The relevance of the chosen topic stems not only from technological progress
but also from its close connection to global contemporary trends. The digitalization
of the economy, advancements in artificial intelligence, the Internet of Things (1oT),
5G networks, and improvements in sensor technologies have created a favorable
foundation for accelerating the development of autonomous systems.

At the same time, the growing focus on sustainable mobility and the concept
of “smart cities” positions unmanned transport as a key component of future
infrastructure capable of addressing the complex challenges of modern megacities.
Thus, analyzing the current state of this field is crucial not only from an engineering
and technical perspective but also in the context of socioeconomic and
environmental transformations.

This study employs the methods of analytical review, comparative analysis,
and systematization of literary and regulatory sources.
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Analysis of Recent Research and Publications. In analyzing the
development of unmanned vehicles and their impact on transportation systems, it is
essential to consider the literature [1-35], which covers mechatronics, artificial
intelligence, sensor systems, legal issues, and the prospects for autonomous transport
development. The literature review indicates that autonomous transport is a complex
research field integrating technical, legal, and ethical aspects. These issues are
explored in greater detail in the article “Evolution of Self-Driving Cars: From
Experiments to Everyday Use” [1], which analyzes the stages of autonomous vehicle
development, modern technologies, challenges, and prospects for their integration
into everyday life.

1. Within the scope of this study, key questions are posed, the answers to
which will provide a comprehensive understanding of the current state and future
prospects of unmanned transport development. First, what new technologies and
Innovative solutions have emerged or gained significant traction between 2020
and 2025? This pertains to both advancements in hardware (LiDAR, radars,
cameras, and computing platforms) and breakthroughs in software, particularly in
algorithms for environmental perception, route planning, decision-making, and
vehicle-to-everything (V2X) communications. Special attention is given to the
development of artificial intelligence (Al) and machine learning systems, which
form the core of autonomy.

Second, an equally critical aspect is the analysis of how the legislative and
regulatory framework governing the development, testing, and operation of
unmanned vehicles has evolved. The period from 2020 to 2025 is characterized by
active efforts from numerous countries and international organizations to establish
relevant standards, certification protocols, and frameworks for determining legal
liability in incidents involving autonomous systems. Without an adequate legal
framework, widespread adoption of this technology remains unfeasible, making the
dynamics of change in this area critically important.

Third, it is necessary to investigate which technological, ethical, and social
challenges have been partially or fully addressed over the past five years, and
which issues remain the most pressing. These challenges include ensuring the
reliability and safety of systems in extreme weather conditions or complex traffic
scenarios, guaranteeing cybersecurity and protection against malicious attacks,
addressing ethical dilemmas related to programming vehicle behavior in emergency
situations (the “trolley problem”), and tackling issues of public perception and trust
in new technologies. Analyzing progress in resolving these challenges will help
assess the feasibility of forecasts regarding the timeline for mass adoption.

Finally, the fourth key question concerns the prospects for further
implementation of autonomous transport. Based on the analysis of achievements,
regulatory changes, and existing challenges, this study aims to outline the most
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likely scenarios for the industry’s development in the coming years, identify
potential areas of application (ranging from individual passenger vehicles to public
transport, freight logistics, and specialized equipment), and evaluate the potential
socioeconomic impact of integrating these technologies into everyday life.
2. Technical Progress in the Field of Autonomous Transport (2020-2025).
The period from 2020 to 2025 has been pivotal for the technological landscape
of autonomous transport. These years marked a qualitative leap in the development
of key components underpinning automated driving systems. Significant
investments in research and development, intensified competition among
technology giants and automotive manufacturers, and accumulated experience from
real-world testing have driven substantial progress in both hardware and software
solutions. Central to this progress is the enhancement of environmental perception
systems, as their accuracy, reliability, and responsiveness are critical to the safety
and efficiency of unmanned driving.
2.1. Development of Sensor Systems.
Sensor systems serve as the “sensory organs” of autonomous vehicles,
enabling them to “see” and “sense” their surroundings. Between 2020 and 2025,
developers focused their efforts on improving three primary types of sensors—
LiDAR, radar, and cameras—while also advancing their effective integration into
unified multi-sensor platforms.
LiDAR (Light Detection and Ranging) systems have seen some of the most
notable advancements. Previously, these devices were bulky, expensive, and
mechanically complex (often relying on rotating components). However, during the
analyzed period, significant progress was made in the development and
commercialization of solid-state LIDARS. These devices, which lack moving parts,
are more compact, reliable, and potentially far more cost-effective for mass
production.
Parallel improvements in key characteristics included extended detection
ranges (often exceeding 200-300 meters for low-reflectivity objects), enhanced
resolution (enabling finer detail recognition and more precise object shape
identification), wider fields of view, and increased resilience to interference from
other LIDAR systems. These advancements have enabled the generation of
significantly more detailed and accurate 3D point clouds, which form the basis for
constructing environmental maps and detecting obstacles. Although cost reductions
have been gradual, they have begun to make LIDAR more accessible for integration
not only in premium models but also in mid-range vehicles designed for higher
levels of automation (Level 3 and above).
Radar systems have also undergone substantial evolution. Traditional radars,
widely used in adaptive cruise control and emergency braking systems due to their
ability to operate in all weather conditions (rain, snow, fog) and measure object
velocity via the Doppler effect, gained new capabilities. A key development was the
emergence of high-resolution radars, also known as imaging radars or 4D radars.
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Unlike previous generations, these systems can not only detect objects and
measure their distance and speed but also determine their angular position (azimuth
and elevation) with significantly greater accuracy. This enables the creation of a
“radar image” of the environment, distinguishing closely spaced objects (e.g., a car
and a motorcyclist nearby), improving object classification (pedestrian, car, truck),
and more accurately detecting static obstacles—a weakness of older radars. Their
ability to “see” through obstructions (e.g., a vehicle ahead of the vehicle in front)
and reliability in adverse weather make modern radars an indispensable component
of multi-sensor systems.

Cameras, as the most widespread and information-rich sensors, have also
seen significant advancements. Progress has been made in both hardware and image-
processing algorithms. Between 2020 and 2025, cameras with higher resolutions (up
to 8 megapixels and beyond) became widespread, featuring improved high dynamic
range (HDR) capabilities, which allow simultaneous visibility of details in both very
bright and very dark areas of a scene (e.g., when exiting a tunnel), and enhanced
sensitivity in low-light conditions.

In addition to standard visible-spectrum cameras, infrared (thermal) cameras
have been increasingly adopted, effectively detecting pedestrians and animals at
night or in poor visibility conditions, regardless of lighting. However, the most
significant changes occurred in software: advancements in neural networks and deep
learning have enabled computer vision systems to extract highly detailed semantic
information from video streams, including recognizing and classifying various
objects, identifying drivable space, reading road signs and traffic signals, analyzing
road markings, and understanding complex traffic scenarios.

A key achievement of the 2020-2025 period was the integration of multi-
sensor platforms and the refinement of sensor fusion technologies. The recognition
that no single sensor type is ideal in all conditions—cameras are sensitive to lighting
and weather, LIDAR to fog and heavy precipitation, and radar has lower
resolution—necessitated the combination of their data.

Modern autonomous driving systems employ sophisticated algorithms,
ranging from classical Kalman filters to advanced Al-based methods, to integrate
information from multiple sources, compensating for the limitations of one sensor
with the strengths of others. This enables the creation of a unified, coherent,
redundant, and significantly more reliable model of the environment, which is
critical for safe decision-making by the control system.

Prominent examples of comprehensive solutions reflecting these trends
include developments by leading industry players.

. Tesla Hardware 4.0 (HW4), introduced around 2023, represents an
evolution of the company’s approach, which historically relied heavily on cameras.
HWS4 incorporates significantly higher-resolution cameras (approximately 5 MP
compared to 1.2 MP in HW3) with improved characteristics and, according to
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available data, integrates a new, more advanced radar (possibly a high-resolution
“Phoenix” radar). This indicates a partial shift away from the previous “vision-only”
strategy toward a multi-sensor approach. All of this is supported by an updated, more
powerful computing platform.
. Mobileye SuperVision™ is a system that also heavily relies on
cameras (typically 11 cameras for 360-degree coverage) but integrates them with
radar and, optionally, LIDAR data. Positioned as a solution for advanced driver-
assistance systems (ADAS) evolving toward Level 2+ or Level 3 (*hands-off”)
autonomous driving functions, the system leverages powerful Mobileye EyeQ®
processors to process data and enable features like navigation on autopilot. It has
been adopted by several manufacturers, including Geely, Zeekr, and Porsche.
. NVIDIA Drive Orin™ is an example of a high-performance
computing platform (System-on-a-Chip, SoC) specifically designed to meet the
demands of autonomous driving. While not a sensor itself, it serves as the “brain,”
capable of processing vast streams of data from various sensors (dozens of cameras,
LiDARSs, and radars) in real time. Drive Orin™ provides the computational power
needed to execute complex artificial intelligence algorithms, sensor fusion, and route
planning, which are essential for achieving autonomy at Levels 3, 4, and beyond.
The platform has been adopted by numerous automakers (Mercedes-Benz, Volvo,
Jaguar Land Rover) and autonomous driving technology developers as the
foundation for their systems.
Thus, the period from 2020 to 2025 demonstrated significant advancements
in the “senses” of autonomous vehicles, driven by progress in individual sensor
technologies and, more importantly, their deep integration and synergy within multi-
sensor platforms, supported by robust computational capabilities. This established
the technological foundation for transitioning to more sophisticated and reliable
autonomous driving functions.
2.2. Development of Artificial Intelligence Algorithms
If sensor systems are the “eyes and ears” of an autonomous vehicle, artificial
intelligence (Al) algorithms serve as its “brain,” responsible for interpreting sensor
data, understanding complex traffic situations, predicting events, and making safe
and efficient driving decisions. The period from 2020 to 2025 was marked by
revolutionary achievements in Al, particularly due to the rapid advancement of deep
learning methods and their application to specific autonomous driving tasks.
Deep learning for image processing and pattern recognition became a true
catalyst for progress in perception systems. Convolutional Neural Networks (CNNs)
demonstrated unprecedented effectiveness in tasks related to visual data analysis.
During this period, not only was there an improvement in the accuracy and reliability
of object recognition (vehicles, pedestrians, cyclists, road signs, lane markings)
using cameras, but significant advancements were also made in more complex tasks.
In particular, methods for semantic segmentation, which classify each pixel
in an image (e.g., road, sidewalk, building, sky), and instance segmentation, which
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not only classifies but also distinguishes individual objects within a class, gained
substantial development. These technologies provide a much deeper understanding
of a scene compared to simple object detection using bounding boxes. Additionally,
approaches to 3D object recognition directly from camera data or through the fusion
of camera and LiDAR/radar data were actively developed, enabling more precise
determination of an object’s position, size, and orientation in three-dimensional
space.

Another critical area of advancement was the application of Al to develop
predictive behavioral models. For safe navigation, an autonomous vehicle must
not only identify other road users but also anticipate their actions over the next few
seconds. In this context, Recurrent Neural Networks (RNNSs), particularly those
with Long Short-Term Memory (LSTM) architectures, and Transformer-based
architectures, which analyze temporal sequences of data (e.g., object movement
trajectories), gained widespread use for predicting future developments.
Developers created increasingly sophisticated models that account not only
for an object’s movement history but also the situational context: the presence of
intersections, traffic signals, pedestrian crosswalks, and interactions among different
road users. Accurate prediction of the intentions of other drivers and pedestrians is
a key element in achieving smooth, “human-like,” and safe driving behavior for
autonomous vehicles, allowing them to proactively adjust their speed and trajectory.
These predictive capabilities directly impact the quality of motion planning
algorithms, which also saw improvements, particularly through the application of
Reinforcement Learning and Imitation Learning methods.

One of the most critical factors enabling such rapid progress in the
development of Al algorithms for autonomous driving has been the widespread
adoption of training and testing in virtual environments (simulators). Modern deep
learning models require vast amounts of diverse data for effective training.
Collecting such data in the real world is extremely costly, time-consuming, and not
always safe. It is particularly challenging to gather sufficient examples of rare but
critically important traffic situations, known as “edge cases” or “corner cases.”
This is where simulation proves invaluable. Highly accurate virtual worlds
allow developers to generate virtually unlimited amounts of synthetic data,
replicating any weather conditions, time of day, road types, and traffic scenarios.
Simulators enable safe modeling of dangerous situations—such as a pedestrian
suddenly stepping onto the road, unexpected maneuvers by other vehicles, or
equipment failures—and train Al to respond appropriately.

This approach not only accelerates the training process but also significantly
enhances the validation and verification of models before real-world testing. Modern
simulators have achieved a high level of realism, replicating not only the visual
environment but also the physics of vehicle motion and sensor functionality
(generating synthetic data for LIDAR, radar, and cameras while accounting for their
characteristics and potential noise).
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Leading companies in the autonomous driving industry actively use
simulation as an integral part of their development process. For example, Waymo,
a pioneer in the field, operates its robust simulation platform (known as
Carcraft/Simulation City), where its “Waymo Driver” system “drives” millions of
virtual miles daily. This enables testing of new software versions, recreating
complex real-world scenarios, and training Al on data that would be impossible or
unsafe to obtain otherwise. Similarly, Aurora Innovation, which develops
technologies for both passenger vehicles and trucks, relies on its comprehensive
virtual testing toolkit (Aurora Virtual Testing Suite). They use simulation to evaluate
billions of potential scenarios, verify system safety in edge cases, and accelerate the
development of their universal “Aurora Driver” software stack.

Thus, advancements in artificial intelligence algorithms, supported by
powerful deep learning capabilities and strategic use of virtual environments for
training and testing, have been a key factor in enhancing the “intelligence,”
adaptability, and reliability of autonomous driving systems during the 2020-2025
period. This has facilitated a transition from demonstrating basic capabilities to
deploying more complex functions in real-world operational conditions.

2.3. Resilience in Challenging Conditions

Despite impressive progress in sensor technologies and artificial intelligence
algorithms, ensuring stable and safe operation of autonomous vehicles in
challenging external conditions remained one of the most significant hurdles for
developers during the 2020-2025 period and continues to be relevant. The ability of
a system to function reliably not only in ideal conditions but also during fog, rain,
snow, or on roads with poor surface conditions or faded markings is critical for
widespread adoption and gaining public trust.

Adverse weather conditions pose a significant challenge for most sensor
systems. Fog, heavy rain, and snowfall can severely impair visibility for cameras,
scatter or weaken LiDAR signals, and complicate accurate object detection and
distance measurement. While radars are more resilient to such conditions, their
resolution may be insufficient for recognizing fine details or accurately classifying
objects in dense precipitation. Additionally, precipitation can obscure road markings
and signs, which are crucial reference points for navigation and positioning systems.
Snow and ice on road surfaces not only alter the visual appearance of the
environment, potentially misleading perception systems, but also drastically affect
vehicle dynamics—traction, braking distance, and handling.

Poor road surface conditions also present significant obstacles. Potholes,
cracks, and uneven surfaces can cause discomfort or damage to the vehicle and
require the control system to promptly detect and safely navigate around them or
adjust speed accordingly. Faded, unclear, or absent road markings deprive the
system of critical visual cues, complicating lane-keeping, especially on curves or
multi-lane roads. Operating on unstructured roads (e.g., dirt roads) or in areas
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with active road construction demands an even higher level of adaptability and the
ability to navigate using less obvious indicators.

To address these challenges during the 2020-2025 period, developers adopted
a comprehensive approach combining hardware and software solutions. First, this
involved further advancements in sensor technologies: the use of higher-resolution
radars that better “see” through precipitation; the adoption of cameras with expanded
dynamic range and thermal imaging cameras effective in low-visibility conditions;
and the development of LiDAR systems operating at wavelengths less susceptible
to scattering in fog or rain.

Second, improvements in sensor fusion algorithms played a crucial role,
enabling intelligent combination of data from multiple sources and prioritizing the
most reliable information under specific conditions. Third, Al models were
developed and trained on large datasets incorporating recordings from diverse
challenging weather and road conditions (both real and simulator-generated). These
models became more resilient to “noisy” data and learned to rely on alternative cues
for localization and navigation, such as high-definition (HD) maps, GPS/IMU data,
or recognition of road edges and other stable landmarks. Additionally, physical
solutions were implemented, such as sensor cleaning systems (washers, brushes,
air blowers) to maintain functionality in conditions involving dirt or precipitation,
and adaptive control algorithms that automatically reduce speed and increase
following distance in adverse conditions.

Different companies adopted varied strategies for operating in challenging
conditions, often defining a specific Operational Design Domain (ODD)—a set of
conditions under which their system can operate safely with guaranteed performance.

. Nuro, a company developing small unmanned vehicles for local goods
delivery, exemplifies reliance on a constrained ODD. Their robotic couriers, R2 and
R3, operate at low speeds (typically up to 45 mph or ~72 km/h) primarily in
residential areas and urban streets with good road surfaces. While their systems must
handle rain or minor road imperfections, the company can limit or suspend
operations during extreme weather conditions (heavy rain, snowfall, or icy roads)
that fall outside the defined ODD. Their design also incorporates integrated sensors
and cleaning systems optimized for their specific tasks and operating conditions.

. Kodiak Robotics, specializing in autonomous driving technologies for
long-haul trucking, faces different challenges related to high speeds and long
distances. Their approach emphasizes a high degree of sensor redundancy,
integrated into modular “SensorPods” mounted on the sides of the truck cab. These
pods contain cameras, LIDAR, and radars, designed for reliability, vibration
resistance, and ease of maintenance. Kodiak actively develops software to enable
the “Kodiak Driver” system to better interpret data in rain or fog, common on
highways, and adapt its driving style. They also leverage detailed HD maps and
robust positioning systems. However, like most developers, Kodiak acknowledges
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the current limitations of the technology and may restrict autonomous operation in
extremely challenging weather conditions, transferring control to a safety driver or
halting movement.

Despite significant progress achieved during the 2020-2025 period through
advancements in hardware, software algorithms, and strategic ODD definitions,
achieving full all-weather and all-road autonomy (particularly for Levels 4 and 5)
remains a key unresolved challenge. Further innovations in sensors, Al algorithms,
and testing methodologies are essential to enable unmanned vehicles to operate
safely and reliably in any conditions faced by human drivers.

3. Legislative and Regulatory Framework

Parallel to the intensive technological advancements described in the previous
section, the period from 2020 to 2025 was marked by active development of the
legislative and regulatory framework necessary for the implementation of
autonomous transport. The successful and safe integration of unmanned
technologies into transportation systems is impossible without clear rules, standards,
and legal frameworks governing their development, testing, certification, and
operation. The absence of such frameworks creates uncertainty for manufacturers,
hinders investment, and undermines public trust. Consequently, the efforts of
legislators and regulatory bodies at national and international levels gained
particular significance during this period, marking a transition from a predominantly
experimental phase to the establishment of conditions for the real-world deployment
of automated driving systems.

3.1. International Initiatives and Standards

Given the globalization of the automotive industry and the cross-border nature
of transport flows, international cooperation and harmonization of standards are
critical for effective regulation of autonomous transport. This approach helps avoid
market fragmentation, simplifies certification procedures for manufacturers
operating in multiple countries, and ensures a consistently high level of safety. Two
key trends became particularly prominent in 2020-2025: progress in developing
specific technical regulations under the auspices of the United Nations and the
integration of autonomous transport issues into broader strategic initiatives, such as
the European Green Deal.

A significant milestone was the advancement of work within the World
Forum for Harmonization of Vehicle Regulations (WP.29) of the United Nations
Economic Commission for Europe (UNECE). This forum serves as a key
international platform for developing unified technical regulations and safety
standards for vehicles. A major achievement was the adoption in June 2020 and entry
into force in January 2021 of UN Regulation No. 157, the first legally binding
international regulation establishing requirements for Automated Lane Keeping
Systems (ALKS) for passenger vehicles. ALKS are Level 3 automation systems, as
classified by SAE, capable of fully controlling longitudinal and lateral vehicle
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movement on highways under specific conditions, allowing the driver to temporarily
disengage from driving tasks.

UN Regulation No. 157 specifies the operational conditions for such systems:
they are designed for use exclusively on roads where pedestrians and cyclists are
prohibited and which have a physical separation of oncoming traffic lanes (i.e.,
highways). Initially, the maximum operational speed for ALKS was limited to 60
km/h, making them primarily suitable for dense traffic or congestion scenarios.
However, recognizing the rapid pace of technological development, UNECE
actively worked to expand the regulation’s scope. By early 2025, amendments had
been adopted to increase the maximum operational speed of ALKS to 130 km/h and
include capabilities for automated lane changes, significantly enhancing the
functionality of Level 3 systems. The regulation also imposes stringent
requirements, including: a Driver Availability Recognition System to ensure the
driver can quickly resume control; a clear Human-Machine Interface (HMI) to
inform the driver of the system’s status; a Data Storage System for Automated
Driving (DSSAD), or “black box,” to record system parameters and driver actions;
and overall system safety and fault tolerance.

The adoption and ongoing development of UN Regulation No. 157
established a unified basis for the certification (type approval) of vehicles with
ALKS functions in countries party to the 1958 Agreement (including EU countries,
the United Kingdom, Japan, South Korea, Australia, and others), marking a critical
step toward the legalization and proliferation of Level 3 technologies. Work within
UNECE continues to expand regulations to cover additional automated functions,
other vehicle types (including trucks and buses), and more complex operating
conditions (e.g., urban environments).

Another important context for the development of autonomous transport
regulation, particularly in Europe, was the European Green Deal, an ambitious
European Union strategy launched in late 2019 to achieve climate neutrality by
2050. The transport sector, which accounts for a significant share of greenhouse gas
emissions, is a key focus of transformation under this strategy. Autonomous
transport is viewed as a technology with the potential to contribute to the Green
Deal’s objectives.

It is anticipated that automation, particularly when combined with
electrification and connectivity (Connected Mobility), can lead to: improved
energy efficiency through optimized driving styles (smooth acceleration and
braking); the ability to form truck convoys (platooning) to reduce aerodynamic
drag; reduced congestion through better coordination of traffic flows; enhanced
logistics and transport efficiency; and the promotion of multimodal transport by
using autonomous shuttles for “first/last mile” connectivity to public transport hubs.
The EU’s strategies for Cooperative, Connected, and Automated Mobility
(CCAM) and related research and innovation programs (e.g., under Horizon
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Europe) actively support the development and pilot implementation of such
solutions, often emphasizing the synergy between automation, decarbonization, and
transport digitalization. At the same time, potential risks are acknowledged, such as
the possible increase in total mileage due to the enhanced convenience of individual
transport, necessitating balanced policies to maximize the positive environmental
impact of autonomous technologies.
Thus, international efforts during the 2020-2025 period were directed at both
establishing specific technical standards to enable the safe deployment of early high-
level automation systems and integrating autonomous transport into long-term
strategic frameworks related to sustainable development and climate protection
goals. These initiatives form a critical foundation for the further evolution of the
regulatory landscape in this dynamic field.
3.2. Changes in Legislation in Leading Countries
While international agreements, such as UN Regulation No. 157, provide an
important foundation for harmonization, the actual implementation and regulation
of autonomous transport largely depend on national legislation. During the 2020-
2025 period, leading countries worldwide actively adapted their legal systems to
create conditions for testing and the gradual deployment of unmanned technologies,
although the approaches and pace of these changes varied significantly.
In the United States, regulation is characterized by a two-tier system: federal
and state-level. At the federal level, the National Highway Traffic Safety
Administration (NHTSA) plays a key role. Between 2020 and 2025, NHTSA
issued updated guidelines and policy statements, such as “Automated Driving
Systems: A Vision for Safety,” aimed at fostering innovation while ensuring safety.
A significant focus was placed on updating the Federal Motor Vehicle Safety
Standards (FMVSS) to accommodate vehicles without traditional controls (e.g.,
steering wheels or pedals), though this process has been gradual. NHTSA also
introduced requirements for manufacturers to report crashes involving vehicles
equipped with Advanced Driver Assistance Systems (ADAS, Level 2) and
Automated Driving Systems (ADS, Level 3+), enabling data collection to better
understand the real-world safety of these technologies.
At the same time, the primary regulation of testing and deployment of
autonomous vehicles occurs at the state level. States such as California, Arizona,
Nevada, Florida, and Michigan have emerged as leaders in establishing specific
regulations and “autonomous zones” for testing, issuing permits to companies for
trials and, in some cases, commercial operations (e.g., robotaxi services). This
approach has resulted in a somewhat fragmented (“patchwork™) regulatory
landscape in the U.S., with requirements varying significantly from state to state,
posing challenges for companies aiming to operate nationwide.
The European Union has pursued a more harmonized approach. As noted,
UN Regulation No. 157 on ALKS was incorporated into the EU’s legal framework,
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becoming mandatory for new vehicle types. Additionally, the EU updated its general
vehicle safety legislation, such as the General Safety Regulation (GSR), to include
requirements for mandatory equipping of vehicles with Advanced Driver Assistance
Systems (ADAS), which also supports the transition to higher levels of automation.
During the 2020-2025 period, the European Commission launched several
initiatives and legislative proposals aimed at creating a favorable ecosystem for
Cooperative, Connected, and Automated Mobility (CCAM). These efforts
include regulating access to vehicle data (crucial for developing and operating data-
driven services), ensuring cybersecurity for connected vehicles, and applying the
forthcoming Al Act to autonomous driving systems. Overall, EU policy is geared
toward establishing a single market for autonomous technologies with high
standards for safety, transparency, and consumer protection, while leveraging these
technologies to achieve sustainable development goals outlined in the European
Green Deal.

China demonstrated an exceptionally dynamic and state-driven approach to
autonomous transport development, viewing it as a strategically important sector.
The Chinese government actively supports innovation through national strategies for
Al and intelligent transport systems, substantial public investments, and the creation
of large-scale pilot zones for Intelligent Connected Vehicles (ICVSs) in numerous
cities. Between 2020 and 2025, China adopted increasingly specific national and
local regulations governing public road testing and the initial stages of commercial
operations for robotaxis and autonomous trucks in designated zones (sometimes
without a safety driver onboard). The Ministry of Industry and Information
Technology (MIIT) and the Ministry of Transport play pivotal roles in shaping
standards and regulations. Thanks to this support and a vast domestic market, China
has become one of the global leaders in the pace of testing and deployment of
autonomous technologies, particularly in urban environments and logistics.

Japan is also among the leading countries in regulating autonomous driving.
As early as 2019-2020, Japan amended its Road Traffic Act and Road Transport
Vehicle Act, legalizing the use of Level 3 systems on public roads under specific
conditions. This enabled Honda to launch the Legend model with the “Traffic Jam
Pilot” system in 2021, the world’s first certified Level 3 vehicle. Japan places
significant emphasis on developing robust procedures for evaluating and verifying
the safety of automated systems. The government actively supports research and
development, viewing autonomous transport as a vital tool for addressing social
challenges, such as an aging population and ensuring mobility in rural areas. The
country continues to work on establishing a regulatory framework for higher levels
of automation and a broader range of applications.

In summary, during the 2020-2025 period, leading countries worldwide
adopted diverse but equally proactive approaches to shaping the legislative
landscape for autonomous transport. From the flexible yet fragmented system in the
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U.S. to the harmonized approach of the EU and the strong state-driven support in
China and Japan, these efforts were aimed at enabling safe testing and the gradual
implementation of technologies that are transforming the future of mobility.

3.3. Issues of Legal Liability

One of the most complex and contentious issues accompanying the
development of autonomous transport is the question of legal liability in the event
of road traffic accidents (RTASs) involving such vehicles. The traditional liability
system, which primarily hinges on the fault of the human driver, becomes inadequate
or requires significant modification when control of the vehicle is fully or partially
delegated to an automated system. This issue became the subject of intense
discussions among lawyers, insurers, manufacturers, and policymakers during the
2020-2025 period. While definitive solutions have yet to be established, new
approaches began to take shape.

The core challenge lies in determining fault in an RTA when an automated
driving system (particularly Level 3 or higher) was in control. If the system was
operating the vehicle at the time of the accident, who bears responsibility: the
“driver,” who may have been legally relieved of the obligation to constantly monitor
the system; the vehicle manufacturer; the software developer (Al); or the supplier of
individual components (e.g., sensors)? In response to these questions, new
approaches to defining liability have been debated. There is a growing trend toward
holding the manufacturer or system developer accountable in cases where an RTA
results from a malfunction or error in the automated system, based on the principle
of product liability.

This, in turn, underscores the critical importance of the availability and
analysis of data from onboard recorders (Data Storage System for Automated
Driving, DSSAD, or Event Data Recorders, EDR), which must document who or
what was controlling the vehicle at the time of the incident, the commands issued by
the system, and whether it was functioning within its designated parameters and
Operational Design Domain (ODD). Requirements for such “black boxes” have
already been incorporated into international standards, such as UN Regulation No. 157.

There has also been active discussion about the need to reform insurance
systems. The future may lie in models where insurance covers not so much the
driver’s liability but the vehicle and its automated system itself. Some jurisdictions
have begun exploring options for introducing no-fault compensation schemes for
certain types of RTAs involving autonomous vehicles to simplify and expedite the
process of compensating victims.

These issues give rise to complex dilemmas regarding the allocation of
responsibility among the driver, developer, and manufacturer.

. The driver (or, more accurately, the system user) still bears some
responsibility, particularly when using Level 3 systems. They must understand the
system’s capabilities and limitations, operate it only within the permitted ODD, and
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be prepared to promptly take control when prompted by the system or in unforeseen
situations. Defining what it means to “be prepared” and what constitutes an
acceptable reaction time remains a subject of debate and research.

. The software and Al algorithm developer is responsible for the
reliability, safety, and accuracy of the system’s decision-making. Proving the
developer’s fault in cases of complex software errors or unanticipated Al responses
to rare scenarios poses a significant legal challenge.

. The manufacturer (Original Equipment Manufacturer, OEM) is
responsible for integrating all components into a cohesive system, conducting proper
testing and validation, ensuring compliance with regulatory requirements, and
providing users with clear and comprehensive information about the system’s
operation. Often, the manufacturer serves as the primary entity liable to consumers
under consumer protection and product liability laws. An important aspect is also
the distribution of responsibility along the supply chain, as vehicle manufacturers
heavily rely on components and software from third-party suppliers.

Resolving legal liability issues is absolutely essential for ensuring public
acceptance, trust, and the economic viability of autonomous transport. While the
2020-2025 period was characterized by intensified discussions, research, and initial
legislative steps (e.g., requirements for data storage), the development of
comprehensive, fair, and internationally harmonized legal frameworks for liability
remains a critical task for the coming years, requiring collaborative efforts from
lawyers, engineers, insurers, manufacturers, and legislators.

4. Commercialization of Autonomous Transport

Following the discussion of technological advancements (Section 2) and the
establishment of the regulatory framework (Section 3), the logical next step is to
analyze the commercialization process of autonomous transport. The period from
2020 to 2025 witnessed a significant transition from predominantly research and
demonstration projects to initial attempts at real commercial deployment of
unmanned technologies across various economic sectors. While full-scale
implementation remains a future prospect, these years laid the foundation for new
business models and saw the emergence of the first services utilizing autonomous
vehicles to provide solutions for consumers and businesses. This section examines
the key areas of commercialization that gained momentum during this period.

4.1. Autonomous Taxis and Shared Mobility Services

One of the most anticipated and widely publicized areas of commercialization
Is the development of autonomous taxi services (robotaxis) and other forms of
shared mobility using autonomous vehicles. The concept involves creating fleets of
unmanned vehicles that can be summoned via a mobile app for urban trips,
potentially offering a cheaper, safer, and more accessible alternative to traditional
taxis with human drivers. During the 2020-2025 period, several companies moved
beyond testing to launch limited commercial operations in real urban environments.
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. Waymo One, a subsidiary of Alphabet (Google), is a pioneer in this
field. Building on years of technological development, Waymo launched its
commercial service, Waymo One, in 2018 in suburban Phoenix, Arizona. Between
2020 and 2025, the company significantly expanded its operations, initially offering
fully driverless rides (without a safety driver) to the general public in Phoenix and
later launching and scaling operations in San Francisco, California. By early 2025,
Waymo was actively expanding its presence in other U.S. cities, such as Los Angeles
and Austin. The company uses specially equipped vehicles (primarily electric Jaguar
I-PACE and Chrysler Pacifica Hybrid minivans) and focuses on gradual, meticulous
expansion of its operational zones (Operational Design Domains, ODD) after
detailed mapping and validation.

. Cruise, backed by General Motors and Honda, was another major
player in the U.S. robotaxi market. The company actively deployed its services in
San Francisco, Austin, and Phoenix, also offering fully driverless rides. Cruise relied
on modified electric Chevrolet Bolt vehicles and developed its own driverless
shuttle, Origin, without traditional controls. However, in late 2023, the company
faced a major crisis following a high-profile incident in San Francisco, leading to
the suspension of all operations nationwide, revocation of licenses, leadership
changes, and significant layoffs. This incident starkly highlighted the risks and
challenges related to safety and public trust. As of April 2025, Cruise is undergoing
restructuring and taking cautious steps toward resuming testing and, potentially,
limited operations in select cities (e.g., Phoenix, Dallas), but under much stricter
regulatory oversight and likely with safety drivers reinstated initially.

. Baidu Apollo Go is the leading robotaxi service in China. Leveraging
its open-source Apollo platform, Baidu demonstrated remarkable growth during the
2020-2025 period. Apollo Go launched commercial or pilot services in dozens of
Chinese cities, including megacities such as Beijing, Shanghai, Guangzhou,
Shenzhen, Wuhan, and Chongging. A significant milestone was obtaining permits
for fully driverless commercial operations (without a safety driver onboard) in
designated zones of certain cities (e.g., Wuhan, Chongging, Beijing), positioning
China as a global leader in this regard. The scale of Baidu Apollo Go’s operations
(fleet size and number of rides) significantly surpasses that of many Western
competitors, reflecting strong government support and rapid local adoption of the
technology.

The business models employed by these companies share common features
but also exhibit certain differences. The primary model is ride-hailing, similar to
Uber or Bolt, where users book trips through a mobile app and pay based on a tariff
(typically dependent on distance and time). The key long-term advantage of this
model lies in the potential elimination of driver-related costs, which account for a
significant portion of traditional taxi operating expenses. However, during the 2020-
2025 period, companies faced substantial costs related to research and development,
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procurement and outfitting of expensive autonomous vehicles, maintenance,
creation and upkeep of high-definition maps, remote monitoring and support, and
navigating regulatory hurdles.
Most leading players (Waymo, Cruise, Baidu) have opted for a model of
owning and operating their own fleets, which requires significant capital
investment. Alternative models, such as licensing technology to other operators or
partnering with existing taxi platforms, have been less common in the robotaxi
market but may gain traction in the future.
A notable feature of the business model at this stage is operation within clearly
defined geographic zones (geofencing) and Operational Design Domains (ODD).
This means services are available only in specific city areas and under certain
conditions (e.g., not during extreme weather). Expanding coverage requires
substantial efforts in mapping, testing, and obtaining permits, which limits the speed
of business scaling. Pricing strategies are often competitive with traditional taxis and
sometimes subsidized to attract early adopters and gather real-world operational
data. In the long term, data collected by autonomous vehicle fleets could become an
additional revenue stream (e.g., for improving maps or analyzing traffic), but the
primary focus remains on transportation services.
In conclusion, while the autonomous taxi and shared mobility sector
demonstrated technical feasibility and made initial steps toward commercialization
during the 2020-2025 period, it remains in an early stage of development. Achieving
profitability and broad geographic accessibility continues to be a complex challenge,
dependent on overcoming technological, regulatory, economic, and social barriers.
The examples of Waymo, Cruise, and Baidu Apollo Go illustrate diverse strategies
and development trajectories, while also highlighting the significant risks inherent
in this innovative field, as evidenced by Cruise’s experience.
4.2. Unmanned Delivery
Beyond passenger transport, another highly promising area of autonomous
transport commercialization that saw significant development during the 2020-2025
period is unmanned cargo delivery. This segment encompasses a wide range of
solutions, from small robots for last-mile delivery to large autonomous trucks for
long-haul freight transport. The potential to optimize logistics chains, reduce costs,
increase delivery speed, and address labor shortages (particularly for truck drivers)
spurred substantial investments and innovations in this field.
Last-mile delivery using autonomous devices became a testing ground for
numerous companies. The concept involves deploying small, often electric, robotic
couriers to deliver goods (groceries, parcels, food) directly to consumers’ doors,
particularly in dense urban areas or enclosed territories (e.g., campuses, business
parks).

. Amazon Scout: E-commerce giant Amazon actively tested its six-
wheeled Scout delivery robots, designed to navigate sidewalks, in several U.S. cities
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starting in 2019. These robots, roughly the size of a small cooler, moved at
pedestrian speeds. However, despite initial enthusiasm, Amazon decided to
discontinue the Scout program and cease field testing in October 2022, redirecting
resources to other projects. This decision underscored the economic and operational
challenges of scaling such solutions, even for large corporations.

. Nuro, as previously mentioned (Sections 2.3, 3.2), focused on
developing specialized road vehicles (R2, R3) rather than sidewalk robots. Their
compact unmanned vehicles are designed exclusively for goods transport, with no
space for drivers or passengers. During the 2020-2025 period, Nuro established
partnerships with major retailers and delivery services (e.g., Kroger, Walmart,
Domino’s Pizza, 7-Eleven, Uber Eats) to conduct real deliveries in California,
Arizona, and Texas. The company made significant progress in obtaining regulatory
approvals for commercial operation on public roads and, as of early 2025, continues
to develop and expand its operations.

. Starship Technologies emerged as a leader in the sidewalk delivery
robot segment. Their small six-wheeled robots are actively used for delivering food
and small goods on dozens of university campuses, corporate complexes, and select
residential areas in the U.S., U.K., Estonia, and other countries. With a large fleet
(thousands of robots) and extensive operational experience (millions of deliveries),
Starship demonstrated the viability of its business model, which relies on
partnerships with educational institutions, retailers, and delivery platforms. During
the 2020-2025 period, the company continued to refine its robots and expand its
geographic reach.

Thus, the last-mile unmanned delivery segment during 2020-2025 presented
a mixed picture: alongside successful examples of scaling (Starship) and the
development of specialized solutions (Nuro), there were also setbacks for ambitious
projects (Amazon Scout). This reflects the high competition and challenges in
achieving economic efficiency in this sector.

Another significant direction was the development of autonomous trucks for
long-haul freight transport. The potential cost savings from automation in logistics
are immense, considering expenses on fuel, driver wages, and the widespread driver
shortage in many countries. The primary model developed during 2020-2025
involved Level 4 autonomous systems operating primarily on highways in a hub-
to-hub mode. In this model, an autonomous truck transports goods between logistics
centers (hubs) located near highways, while the first and last miles of the route
(within cities or to final destinations) are handled by human drivers.

« Embark Trucks was among the first companies to enter this market,
focusing on software development and providing autonomous freight services. The
company conducted active testing and pilot projects with major shippers and carriers
in the U.S. However, in early 2023, Embark Trucks announced the cessation of
operations and laid off most of its staff, citing unfavorable market conditions and
difficulties in securing further funding. Its assets were subsequently sold.
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« TuSimple was also a leading player, achieving notable successes, including
the world’s first fully autonomous truck trip (without a safety driver) on a public
road in Arizona in late 2021. The company secured partnerships with major carriers
(e.g., UPS) and truck manufacturers (Navistar, though this partnership later faced
challenges). However, between 2022 and 2024, TuSimple encountered significant
difficulties: internal corporate conflicts, investigations by the U.S. Committee on
Foreign Investment (CFIUS), funding issues leading to its delisting from Nasdaq in
early 2024, and a strategic pivot toward Asian markets. As of April 2025, its future
in the U.S. market remains uncertain.

« Despite the challenges faced by individual players, the autonomous freight
sector remains active. Companies such as Aurora Innovation (with its Aurora
Horizon division), Kodiak Robotics, and Waymo Via (Waymo’s freight division,
though its priorities may have shifted) continued to develop and test their
technologies during the 2020-2025 period, forming partnerships with carriers and
logistics companies.

In conclusion, the commercialization of unmanned cargo delivery during the
2020-2025 period progressed along two main trajectories. In last-mile delivery,
there was a search for optimal solutions (sidewalk robots, specialized road vehicles)
with mixed success. In long-haul freight transport, impressive technical capabilities
were demonstrated, but the market faced significant turbulence and consolidation.
Achieving widespread commercial deployment in both segments still requires
addressing substantial technological, economic, and regulatory challenges.
Nevertheless, the potential for transforming the logistics industry remains
exceptionally high.

4.3. Infrastructure Readiness

The successful and widespread commercialization of autonomous transport,
as discussed in the contexts of robotaxis and unmanned delivery (Sections 4.1, 4.2),
depends not only on the sophistication of the vehicles and their control systems but
also, to a significant extent, on the readiness of the surrounding infrastructure—both
physical and digital. The period from 2020 to 2025 was marked by growing
recognition of this interdependence and initial steps toward creating an environment
conducive to the efficient and safe operation of autonomous vehicles. Key elements
of this infrastructure readiness include Smart City approaches, the development of
V2X and 5G communication technologies, and the creation and maintenance of
high-definition (HD) digital maps.

Smart City approaches involve the integration of information and
communication technologies (ICT), the Internet of Things (IoT), and big data
analytics into urban system management to enhance efficiency, sustainability, and
quality of life for residents. Autonomous transport is considered an integral
component of future “smart” mobility. In the context of infrastructure readiness,
Smart City initiatives offer several advantages for unmanned vehicles:
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« Intelligent traffic management: Systems that adaptively control traffic
lights based on real-time traffic flows can interact with autonomous vehicles (via
Vehicle-to-Infrastructure, V2I) by transmitting information about signal phases
(Signal Phase and Timing, SPaT), optimizing movement and reducing congestion.

« Centralized data platforms: Collecting and analyzing data from various
sources (road sensors, surveillance cameras, vehicles, public transport) enables the
creation of a dynamic picture of the traffic environment, which can be shared with
autonomous systems to enhance their situational awareness and decision-making.

« Expanded sensor infrastructure: Installing additional sensors (cameras,
LiDAR, radars) at complex intersections, blind spots, or areas with heavy pedestrian
traffic can provide autonomous vehicles with supplementary environmental data,
improving safety.

« Integrated planning: Smart City concepts promote the consideration of
autonomous mobility in conjunction with other transport modes and urban planning
(e.g., dedicated lanes, multimodal transport hubs, infrastructure adaptations for
delivery robots). During the 2020-2025 period, many cities worldwide—
particularly in Singapore, South Korea, China, parts of Europe, and the U.S.—
implemented pilot Smart City projects that included elements designed to support
autonomous transport. However, creating a fully intelligent infrastructure on a city-
wide scale remains a complex and long-term endeavor.

V2X (Vehicle-to-Everything) communication technologies are another
critical component of infrastructure readiness. V2X enables vehicles to exchange
information directly with each other (Vehicle-to-Vehicle, V2V), with road
infrastructure (Vehicle-to-Infrastructure, V2l), with pedestrians and other
vulnerable road users (Vehicle-to-Pedestrian, V2P), and with networks (Vehicle-
to-Network, V2N). For autonomous vehicles, this offers several benefits:

. Extended perception horizon: Receiving information about hazards or
road conditions beyond the line of sight of onboard sensors (e.g., a vehicle braking
sharply around a corner, icy roads ahead, or approaching emergency vehicles).

« Cooperative maneuverability: Coordinating actions with other vehicles
for safe and efficient maneuvers (e.g., forming truck convoys (platooning),
synchronized intersection crossings, or assistance with lane changes).

« Enhanced safety: Early warnings about the presence of pedestrians or
cyclists (if equipped with compatible devices) and information about traffic signal
statuses. During the 2020-2025 period, there was ongoing debate regarding the
choice of primary V2X standard: DSRC (based on Wi-Fi) or C-V2X (based on
cellular networks). The C-V2X standard, particularly with the advancement of 5G,
gained increasing global traction due to its potentially superior performance and
integration with existing mobile infrastructure. Initial deployments of V2X systems
on some roads and vehicles began, but widespread adoption requires mass
implementation of the technology in both infrastructure and vehicles.
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The rollout of 5G infrastructure is closely tied to the development of V2X
(especially C-V2X) and is a critical enabler for autonomous transport. Fifth-
generation networks offer significantly higher bandwidth, ultra-low latency, and the
ability to connect numerous devices simultaneously. This is essential for:

« Reliable operation of C-VV2X with real-time data exchange.

« Rapid updates of high-definition digital maps (HD maps), which can be
data-intensive.

« Support for remote control (teleoperation) or assistance functions in
complex scenarios.

« Efficient transmission of large volumes of data from vehicles (sensor data,
log files) for analysis, Al training, and system improvement.

. Development of edge computing, enabling data processing closer to the
vehicle to reduce latency.

Global deployment of 5G networks progressed actively during the 2020—
2025 period, laying the technological foundation for many connected and
autonomous vehicle services. However, as of April 2025, ensuring comprehensive
and reliable 5G coverage, particularly outside major cities and along key transport
corridors, remains an ongoing challenge.

Finally, high-definition (HD) digital maps are a fundamental component for
the safe and reliable operation of autonomous systems at Level 3 and above. Unlike
conventional navigation maps, HD maps provide highly detailed (centimeter-level
accuracy) three-dimensional models of the static road environment, including
precise lane geometry, locations of road signs, traffic lights, lane markings, curbs,
and sometimes surface textures or other landmarks. Autonomous vehicles use these
maps for:

« Precise localization: By comparing sensor data (LiDAR, cameras) with the
map, a vehicle can determine its position with high accuracy.

« Prediction: Maps allow the system to anticipate upcoming features (e.g.,
curves, intersections, speed limits) even before they are within sensor range.

« Route and maneuver planning: Maps enable the system to plan safe and
efficient trajectories.

Creating and maintaining HD maps is a complex task. During the 2020-2025
period, key challenges included the high cost and labor intensity of initial mapping
for large areas and the need for continuous updates to reflect changes in the road
environment (e.g., construction, new signs, altered markings). Developers
increasingly adopted automated mapping techniques and crowdsourcing
approaches, leveraging data from operational vehicles to detect changes and update
maps. The HD map market during this period included major players (e.g., HERE,
TomTom, Waymo, Mobileye with its REM technology) and numerous startups, but
Issues of format standardization and ensuring global coverage with up-to-date maps
remain unresolved.
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In summary, infrastructure readiness—encompassing Smart City elements,
V2X and 5G communication networks, and high-definition digital maps—is an
essential prerequisite for the successful commercialization and scaling of
autonomous transport. While significant progress was made in the development and
pilot implementation of these infrastructure components during the 2020-2025
period, their full integration and widespread deployment require further substantial
investments and coordinated efforts from government authorities, telecommunications
operators, technology companies, and the automotive industry.

5. Current Challenges

Despite significant progress in technology, legislation, and initial
commercialization efforts detailed in previous sections, the path to widespread
adoption of autonomous transport remains fraught with serious challenges. The
2020-2025 period not only showcased the potential of the technology but also
highlighted a range of complex issues that extend beyond purely technical or
economic considerations. These challenges encompass social, ethical, safety, and
operational aspects, and overcoming them is a prerequisite for realizing the promises
of autonomous mobility. This section focuses on analyzing the most pressing
obstacles facing the industry as of early 2025.

5.1. Social and Ethical Aspects

The integration of any transformative technology into society inevitably raises
social and ethical questions. In the case of autonomous transport, where control over
a potentially dangerous object is transferred from humans to machines, these issues
become particularly acute. They will largely determine the pace and nature of
unmanned vehicle adoption, regardless of their technical sophistication.

Public acceptance is a critical factor for success. Without sufficient trust and
willingness from the public to use autonomous vehicles, their mass adoption will be
unattainable. During the 2020-2025 period, public attitudes toward this technology
remained complex and often contradictory, influenced by several factors:

. Safety concerns: Despite the potential to reduce traffic accidents by
eliminating human error, high-profile crashes involving vehicles with automated
systems (even if these were lower-level systems like ADAS or incidents such as the
2023 Cruise case) significantly undermined trust. Fear of system failures,
unpredictable behavior in complex situations, or vulnerability to cyberattacks
remains a major barrier.

. Lack of awareness and familiarity: Many people still have limited
understanding of how autonomous vehicles work, their actual capabilities, and their
limitations. This can lead to both unwarranted skepticism and unrealistic
expectations. Direct interaction with the technology (e.g., riding in a robotaxi) can
positively influence perceptions, but as of April 2025, such opportunities remain
available to only a small number of people in select cities worldwide.

. Privacy and data security concerns: Autonomous vehicles are
equipped with numerous sensors (cameras, LIDAR, microphones) and continuously
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collect vast amounts of data about their surroundings, routes, and passengers. This
raises concerns about unauthorized access, potential surveillance, or commercial
exploitation of data without user consent.

. Fear of job losses: The prospect of transport automation causes anxiety
for millions employed in driving-related professions (taxi drivers, truck drivers, bus
drivers, couriers). The fear of widespread unemployment in these sectors is a
significant social factor influencing attitudes toward the technology.

. Psychological loss of control: For many, driving is associated with a
sense of freedom and control. Relinquishing this control to a machine can cause
psychological discomfort and resistance.

During the 2020-2025 period, developers and some government bodies made
efforts to enhance public acceptance through public demonstrations, educational
programs, publication of safety reports, and attempts to increase transparency about
system operations. However, building sustained trust is clearly a long-term process
that will depend heavily on the technology’s impeccable performance in real-world
operations.

Another profoundly complex issue is the development of ethical algorithms
for autonomous vehicles, particularly in the context of so-called “trolley problem”
dilemmas. Although such scenarios are extremely rare, an autonomous vehicle could
theoretically face an unavoidable accident where any maneuver would cause harm.
For example, should the system swerve onto a sidewalk to avoid a collision with a
truck, even if pedestrians are present? Should it prioritize minimizing the total
number of casualties or protecting the vehicle’s passengers?

The classic “trolley problem” thought experiment (whether to switch a track
to save five lives at the cost of one) vividly illustrates these ethical dilemmas. During
the 2020-2025 period, these issues were actively debated in academic, engineering,
and public circles, revealing several fundamental challenges:

1. Lack of ethical consensus: There is no universally accepted answer to
how a vehicle should act in such hypothetical situations. Large-scale studies, such
as MIT’s “Moral Machine” experiment, demonstrated significant cultural
differences in moral priorities across countries.

2. Programming morality: How can complex, context-dependent ethical
principles be formalized into computer code? Who should be responsible for
defining these “moral rules” for vehicles—engineers, philosophers, legislators, or
society through some consensus mechanism?

3. Transparency and explainability: Should *ethical” algorithms be
fully transparent and understandable to users and regulators? Modern deep learning
systems often operate as “black boxes,” complicating explanations of their
decisions.

4, Legal implications: How should liability be assigned for harm caused
by a pre-programmed “ethical” choice made by a machine?
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In response to these challenges, the 2020-2025 period saw the emergence of
initial ethical guidelines and principles for Al development in autonomous transport
from various organizations and governments. These guidelines typically emphasize
prioritizing human life, minimizing harm, adhering to traffic rules, and ensuring
fairness but avoid providing specific instructions for resolving “trolley problem”
scenarios. Developers primarily focus on preventing such situations by maximizing
the reliability of perception, prediction, and planning systems to avoid the need for
such tragic choices altogether.

Thus, social acceptance and addressing ethical dilemmas remain
interconnected and critically important challenges on the path to an autonomous
future. While awareness and the level of discourse on these issues grew significantly
during 2020-2025, building public trust requires not only technological excellence
but also transparency, accountability, and ongoing dialogue among all stakeholders.
Finding universally accepted solutions for programming “ethics” into machines
remains one of the most complex tasks of our time.

5.2. Safety and Cybersecurity

Alongside social and ethical considerations, ensuring functional safety and
cybersecurity of autonomous vehicles remains a fundamental challenge that
directly impacts public trust and the feasibility of mass adoption. As automation
levels increase, vehicles rely more heavily on complex electronic systems, software,
and external connectivity. This not only raises the bar for system reliability but also
introduces new vectors for potential malicious attacks. The 2020-2025 period was
marked by growing awareness of these risks and intensified efforts to develop and
implement relevant standards and practices.

Cybersecurity risks (hacker attacks) emerged as a key concern for connected
and autonomous vehicles. A modern vehicle is essentially a sophisticated computer
network on wheels, comprising dozens of Electronic Control Units (ECUs),
hundreds of millions of lines of code, numerous sensors, and various communication
interfaces (cellular, Wi-Fi, Bluetooth, V2X, diagnostic ports). Each of these
components could potentially serve as an entry point for malicious actors. The
consequences of a successful cyberattack on an autonomous vehicle could be
catastrophic:

1. Compromised safety: Remote takeover of critical functions—steering,
braking, or acceleration—to cause an accident.

2. Denial of service: Disrupting the vehicle’s operation or critical
systems.

3. Data theft: Stealing passengers’ personal data, location information,
camera or microphone recordings, or commercially sensitive technology data.

4. Ransomware attacks: Locking the vehicle or access to data with a
ransom demand.

5. Sensor manipulation: Deliberately misleading perception systems by
spoofing GPS signals, jamming radars or LIDAR, or presenting deceptive images to
cameras (sensor spoofing/jamming).
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6. Fleet disruptions: Coordinated attacks on fleet management systems
for robotaxis or delivery robots.

While no high-profile cases of large-scale malicious attacks on autonomous
vehicles in real-world operations were reported during 2020-2025, numerous
studies and demonstrations by “white hat” hackers (security researchers)
convincingly demonstrated the existence of such vulnerabilities. In response, the
automotive industry and regulators accelerated efforts to implement comprehensive
cybersecurity measures, including: adopting Secure Software Development
Lifecycle practices, encrypting data and communication channels, implementing
authentication and authorization mechanisms, deploying Intrusion Detection
Systems (IDS), providing regular Over-the-Air (OTA) software updates to patch
vulnerabilities, using Hardware Security Modules (HSMs), and conducting
thorough penetration testing.

Parallel to cybersecurity, functional safety—the ability of a system to
perform its functions correctly or transition to a safe state in the event of failures
(hardware malfunctions or systematic software errors)—remains critically
important. International standards play a pivotal role in this context.

. ISO 26262 *“Road Vehicles — Functional Safety”: Although
developed before the era of high-level automation, this standard remains
foundational for ensuring the safety of electrical and electronic systems in vehicles.
It establishes processes for the entire product lifecycle, including: Hazard Analysis
and Risk Assessment (HARA); defining Automotive Safety Integrity Levels
(ASIL: A, B, C, D) to indicate required risk reduction levels; formulating safety
goals; specifying requirements for hardware and software design; and methods for
verification and validation. Applying ISO 26262 to complex autonomous driving
systems, particularly those based on Al, presents new challenges related to
nondeterministic behavior and the difficulty of comprehensive testing. These
challenges are partially addressed in supplementary standards like ISO/PAS 21448
(SOTIF - Safety of the Intended Functionality), which focuses on safety issues
arising from functional limitations in the absence of faults (e.g., insufficient sensor
performance under certain conditions).

. ISO/SAE 21434 “Road Vehicles — Cybersecurity Engineering”:
Published in 2021, this standard became a response to growing cyber threats and
gained particular relevance during the 2020-2025 period. It establishes uniform
requirements and processes for ensuring cybersecurity throughout a vehicle’s
lifecycle—from conception to decommissioning. ISO/SAE 21434 mandates
organizations to implement a Cybersecurity Management System, conduct
Threat Analysis and Risk Assessment (TARA), define cybersecurity goals,
implement appropriate protective measures at the product and process levels, and
verify and validate their effectiveness. Notably, this standard is closely linked to ISO
26262, as cybersecurity is often a prerequisite for functional safety (e.g., protection
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against unauthorized interference that could lead to unsafe behavior). Additionally,
new UNECE regulations, particularly UN Regulation No. 155 on Cybersecurity
Management Systems (CSMS), which took effect in signatory countries (including
the EU) between 2022 and 2024, require manufacturers to demonstrate compliance
with requirements similar to those in ISO/SAE 21434 to obtain vehicle type
approval.
In conclusion, ensuring functional safety and robust cybersecurity is an
integral and critically important task in developing reliable and safe autonomous
vehicles. The 2020-2025 period was marked by the formalization of requirements
and standards in these areas (notably with the introduction of ISO/SAE 21434 and
UNECE regulations). However, given the continuous evolution of cyber threats and
the increasing complexity of autonomous systems, maintaining a high level of safety
and security requires ongoing efforts, investments, and vigilance from all
participants in the automotive ecosystem. These challenges remain at the forefront
of developers’ and regulators’ attention as of April 2025.
5.3. Labor Market Adaptation Challenges
Beyond issues of safety, ethics, and public perception, one of the most
significant socio-economic challenges arising from the development of autonomous
transport during the 2020-2025 period is its potential impact on the labor market.
The prospect of automating vehicle operation inevitably raises concerns about the
future of millions of people worldwide whose livelihoods depend on driving-related
professions. At the same time, this technological transformation creates demand for
new skills and occupations, necessitating profound changes in education and
professional training approaches.
Retraining drivers is a central aspect of this challenge. Automation threatens
to significantly or entirely displace human labor in professions such as truck drivers
(particularly for long-haul transport), taxi drivers, bus drivers, delivery couriers, and
personal chauffeurs. The scale of potential workforce displacement is substantial,
and many affected workers possess specialized skills that are not easily transferable
to other economic sectors. While full automation (Level 5), which would render
drivers obsolete in all conditions, remains a distant prospect for the mass market as
of April 2025, the gradual adoption of higher automation levels (Level 3 and 4 in
specific domains) is already reshaping the role of drivers. For instance, in the hub-
to-hub model for trucks, a driver’s role may shift from continuous driving to
monitoring systems on highways and operating only in complex “first/last mile”
segments, or to roles as operators overseeing multiple vehicles. This requires new
competencies related to interacting with and maintaining automated systems.
Recognition of these challenges prompted discussions and the development
of initial strategies to mitigate impacts during the 2020-2025 period. The need for
proactive measures became increasingly evident, including:
1. Developing and funding government programs for retraining and
upskilling transport industry workers at risk of job loss, focusing on acquiring skills
in demand in new or related economic sectors.
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2. Defining the role and responsibility of the industry (technology
developers, vehicle manufacturers, logistics companies) in supporting workforce
adaptation.

3. Modernizing vocational and higher education systems to prepare
professionals for working with new technologies, including skills in maintaining
autonomous systems, managing mixed traffic flows, and analyzing data.

However, the effectiveness of retraining programs depends on several factors:
accurate forecasting of future labor market demand, the quality and accessibility of
training programs, and workers’ motivation. Ensuring a just transition for millions
of drivers remains a complex task requiring coordinated efforts from governments,
businesses, and educational institutions.

Conversely, the development of autonomous transport not only eliminates
existing jobs but also creates new professions and specializations, a trend that
became more pronounced during the 2020-2025 period. Emerging or expanding
fields of employment include:

. Fleet operators and dispatchers for autonomous vehicles: Professionals
who remotely monitor unmanned vehicle operations, provide assistance in non-
standard situations (teleoperation), and manage logistics and scheduling for robotaxi
or delivery robot fleets.

. Technicians for autonomous systems: Highly skilled specialists
capable of diagnosing, repairing, and maintaining complex autonomous vehicle
equipment, including sensors (LIDAR, radars, cameras), computing platforms,
actuators, and software.

. Data analysts and machine learning specialists: Experts needed to
process and analyze vast datasets generated by autonomous vehicles, improve Al
algorithms, and perform data labeling for training neural networks.

. Developers and engineers of high-definition (HD) maps: Specialists
tasked with creating, validating, and continuously updating detailed digital maps
essential for autonomous system navigation.

. Cybersecurity experts: Professionals developing and implementing
solutions to protect autonomous vehicles and related infrastructure from cyberattacks.

. User interface and experience (UX/UI) designers: Specialists
designing intuitive and safe human-machine interaction methods for autonomous
systems.

. Urban planners and mobility management experts: Professionals
integrating autonomous transport into city transport systems, developing relevant
infrastructure, and shaping policies.

. Legal and ethics specialists: Experts addressing the legal, regulatory,
and ethical aspects of developing and deploying autonomous technologies.
Notably, many of these new professions require higher qualifications,
technical education, and specialized knowledge, potentially creating a skills gap
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compared to traditional driving roles. Whether the creation of new jobs will offset
potential losses remains an open question and a subject of economic research and
forecasting.
In conclusion, adapting the labor market to the era of autonomous transport is
one of the most critical socio-economic challenges. The 2020-2025 period
highlighted both the scale of potential disruptions to traditional professions and the
range of new opportunities. Successfully managing this transition will require
comprehensive and proactive strategies for retraining, education reform, and social
support to maximize the benefits of technological progress while minimizing its
adverse societal impacts.
6. Prospects for Implementation
The analysis of technological advancements, regulatory changes, initial
commercialization steps, and current challenges presented in previous sections
enables the outlining of potential trajectories for the further development and
implementation of autonomous transport. While precise forecasting of the future is
inherently challenging, especially in such a dynamic field, current trends and an
understanding of necessary prerequisites allow for the formulation of likely
scenarios for the 2025-2035 period and the identification of key conditions for a
mass transition to higher levels of autonomy.
The future of autonomous transport is unlikely to be uniform; different market
segments (freight transport, public transport, personal vehicles, delivery) and
regions of the world will likely progress at varying paces. Several main scenarios
can be identified for the next decade:
1. Gradual Evolution and Niche Dominance Scenario (Most Likely):
This scenario envisions the continuation of current trends, with an emphasis on
expanding the use of autonomous systems in clearly defined Operational Design
Domains (ODD).
0 Autonomous freight transport: Level 4 (L4) technologies for hub-to-
hub long-haul transport will become increasingly common on key transport
corridors in the U.S., Europe, and China, improving logistics efficiency and partially
addressing driver shortages.
0 Robotaxis and shuttles: L4 services will expand their geographic
coverage within specific cities, university campuses, and airports but will remain
constrained by weather conditions, complex road scenarios, and the need for remote
monitoring and support systems. Competition with traditional taxis will intensify,
but complete displacement will not occur.
0 Last-mile delivery: The use of sidewalk robots (e.g., Starship) and
specialized road vehicles (e.g., Nuro) will continue to grow in densely populated
areas for goods and food delivery.
0 Personal vehicles: Advanced Driver Assistance Systems (ADAS) at
Level 2/2+ will become standard in most new vehicles. Level 3 systems (advanced




@ WHAYKA
DIIEXHIKA

{?pll. NPaGe, EReHed MK, Ht’a[{((?l,l{(l \
ek, QJL‘}{{K( MATEMARUMH HARU G bO [ ﬂH | >
/i

ALKS with lane-changing capabilities and higher-speed operations) will gain
traction in the premium segment, but widespread adoption will be limited by high
costs, unresolved liability issues, and the requirement for drivers to remain ready to
intervene. The emergence of affordable private Level 4/5 vehicles in significant
numbers by 2035 is unlikely.

2. Accelerated Deployment Scenario (Optimistic): This scenario is
feasible with faster breakthroughs in key technologies (particularly Al handling of
edge cases), significant cost reductions in sensors and computing platforms, and
rapid international harmonization of regulations. In this case, broader availability of
L4 robotaxi services in many major cities worldwide could transform urban transport
markets. L4 autonomous freight transport could extend beyond simple highway
routes. Initial L4 systems for personal vehicles, operating in specific ODDs (e.g.,
fully autonomous highway driving or automated parking), may emerge.

3. Stagnation or Slowdown Scenario (Pessimistic): Development could
stall due to several factors: major safety-related incidents undermining public trust,
prolonged legal uncertainty regarding liability, economic downturns reducing
investment in development and infrastructure, or insurmountable technical
challenges (e.g., operation in extreme weather). In this scenario, companies may
abandon ambitious L4/L5 goals and focus on refining Level 2/3 ADAS. Commercial
applications would remain confined to narrow niches, with the industry potentially
shifting focus to electrification and connectivity (V2X) rather than full automation.
As of April 2025, the gradual evolution scenario with active development of
commercial Level 4 applications in controlled ODDs appears the most realistic,
while achieving high levels of automation for personal transport in all conditions
remains a more distant prospect.

Central to discussions of prospects are the SAE automation levels,
particularly L4 and L5:

. Level 4 (High Automation): The system fully controls all aspects of
driving within a clearly defined ODD (e.g., specific geographic area, road type,
weather conditions, time of day). No human intervention is required within the
ODD, and the system can safely transition to a safe state if it exceeds the ODD or
encounters a failure. This level is the target for most current robotaxi and
autonomous trucking services.

. Level 5 (Full Automation): The system can perform all driving
functions under any conditions (road or weather) that a human driver could handle,
with no ODD restrictions. This is the ultimate goal of autonomous driving.

The transition from L3 to L4 is a fundamental leap, as L4 systems fully
relieve humans of responsibility for monitoring the environment and intervening
within the ODD. Achieving Level 5, however, is far more challenging than L4,
requiring the system to operate safely everywhere and always, including the rarest
and most unpredictable scenarios (the “long tail” of edge cases). This demands
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breakthroughs in Al, sensor technologies, and validation methods. Most experts
agree that mass adoption of Level 5 systems by 2035 is unlikely. Efforts in the next
decade will focus on expanding the capabilities and ODDs of Level 4 systems,
enhancing their reliability, and reducing costs.

For a mass transition to higher autonomy levels, several key conditions
spanning technological, political, and socio-cultural dimensions must be met:

1. Technology:

0 Proven safety and reliability: Demonstrating (with statistical
evidence) a safety level significantly surpassing human drivers across diverse
operating conditions, including solutions for reliable operation in extreme weather
and handling unpredictable edge cases.

0 Economic viability: Significant cost reductions for key components
(LiDAR, computing platforms) and overall autonomous systems to ensure
affordability for the mass market, particularly for personal vehicles.

0 Scalable solutions: Developing efficient and cost-effective processes
for creating and updating HD maps, validating software, managing large
autonomous vehicle fleets, and maintaining them.

2. Policy and Regulation:

0 Clear and harmonized legal frameworks: Adopting clear,
internationally aligned laws and regulations governing testing, certification,
operation, and, crucially, liability for Level 4 and 5 systems.

0 Standardization: Establishing and implementing uniform standards
for key technologies (V2X, data formats, safety testing methods, cybersecurity
protocols).

0 Infrastructure support: Public and private investments in
modernizing and building necessary infrastructure (5G coverage, V2l-equipped
roads, potential dedicated lanes).

3. Culture and Society:

0 Public trust and acceptance: Overcoming fears and skepticism
through demonstrated reliability, system transparency, educational campaigns, and
positive user experiences, while addressing data protection and privacy concerns.

0 Ethical consensus: Achieving broader societal agreement or clear
regulatory guidelines on decision-making principles for autonomous systems in
ethically complex situations.

0 Labor market adaptation: Implementing effective support and
retraining programs for workers whose jobs are threatened by automation.

0 Behavioral shifts: Adapting society to new mobility forms, increasing
use of shared autonomous services, and rethinking attitudes toward car ownership
and the act of travel.

In conclusion, the transition to an era of mass autonomous transport,
particularly at Levels 4 and 5, is not merely a technological race but a complex,
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multifaceted transformation process. Realizing the promised benefits in safety,
efficiency, and mobility accessibility by 2035 or beyond depends on synergistic
progress across technology, policy, and public perception. While significant
groundwork was laid by 2025, the next decade will be pivotal in overcoming
remaining barriers and shaping the pace and contours of the autonomous mobility
revolution.

Conclusions

The study, covering the dynamic development period of autonomous transport
from 2020 to 2025, enables several overarching conclusions regarding achieved
progress, current challenges, and prospects for further implementation of this
transformative technology. This period marked a transition from predominantly
experimental development to initial commercialization stages and the formation of
a regulatory framework, highlighting both significant achievements and complex
Issues requiring resolution.

Summarizing technical, regulatory, and social progress, substantial
advancements can be noted. In the technological domain, significant improvements
were made in sensor systems (LIiDAR, radars, cameras) and their integration into
multi-sensor platforms (e.g., Tesla HW4, Mobileye SuperVision™, NVIDIA Drive
Orin™-based systems), enhancing environmental perception reliability. The
development of artificial intelligence algorithms, particularly deep learning, played
a pivotal role in image recognition, behavior prediction, and decision-making.
Extensive use of simulation environments (e.g., Waymo, Aurora) accelerated system
training and validation. Initial steps were taken to improve system resilience in
challenging weather and road conditions, though this remains a significant
challenge.

In the regulatory domain, the 2020-2025 period was marked by key
international initiatives, notably the adoption of UN Regulation No. 157 (ALKYS),
the first legally binding document for Level 3 systems, and the development of the
ISO/SAE 21434 cybersecurity standard. Leading countries (U.S., EU, China, Japan)
actively shaped national legislation to regulate testing and initial deployment, though
approaches varied. Legal liability issues became a focus of intense debate, with
universal solutions still elusive.

In the social and commercial dimensions, initial commercialization efforts
emerged through robotaxi services (Waymo One, Baidu Apollo Go), unmanned
delivery (Nuro, Starship), and autonomous freight transport pilots (TuSimple,
Kodiak). These projects demonstrated technical feasibility but also revealed
economic challenges and vulnerability to incidents (e.g., Cruise), impacting public
perception. Discussions on ethical dilemmas, societal acceptance, and labor market
impacts intensified.

Despite progress, key challenges remain substantial, including: ensuring
absolute safety and reliability across diverse real-world conditions (the “edge case
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problem” and operation in adverse weather); high technology costs limiting mass
adoption; lack of clear, harmonized international liability norms; ongoing
cyberattack threats; insufficient public trust and acceptance; unresolved ethical
issues; potential negative labor market impacts and the need for large-scale
retraining; and inadequate digital and physical infrastructure (5G coverage, V2X,
up-to-date HD maps).

These challenges define key directions for future research: developing
more robust and reliable Al algorithms (including explainable Al, XAl); creating
new sensor technologies and fusion methods; improving simulation, testing, and
safety validation methodologies; exploring effective cybersecurity strategies;
developing fair liability and insurance models; studying factors influencing public
perception and trust; modeling socio-economic impacts and labor market adaptation
mechanisms; and investigating effective human-machine interfaces (HMI).

Based on this analysis, the following recommendations for autonomous
transport implementation can be formulated:

. Policymakers and regulators: Accelerate the development of clear
liability legislation, promote international standards harmonization, invest in digital
infrastructure (5G, V2X), support further research and pilot projects, and implement
comprehensive workforce adaptation programs.

. Industry stakeholders: Prioritize safety and cybersecurity, enhance
transparency about system capabilities and limitations, actively collaborate on
standardization, adopt rigorous testing and validation methods, and engage in open
dialogue with society and regulators.

. Research community: Focus on addressing key technological, ethical,
and social challenges, fostering interdisciplinary collaboration for a holistic
approach to autonomous mobility challenges.

The scope for further scientific inquiry in this field is vast, encompassing:
in-depth studies on integrating autonomous transport into urban transport systems,
including impacts on traffic flows, urban planning, interactions with conventional
vehicles and pedestrians, and the development of Mobility as a Service (MaaS)
based on autonomous fleets; specific focus on autonomous public transport (buses,
shuttles), its economic viability, and social role; analysis of international
standardization processes and the impact of regulatory differences on the global
market; further exploration of cybersecurity resilience strategies; development of
long-term socio-economic impact models; investigation of human factors in
interacting with varying automation levels; and optimization of logistics networks
using autonomous trucks and delivery robots.

In conclusion, autonomous transport undeniably has the potential to
fundamentally reshape our understanding of mobility, enhancing road safety and
transport efficiency. The 2020-2025 period demonstrated significant progress, but
it also clearly delineated the complex challenges ahead. Further success will hinge
on a balanced and responsible approach that integrates technological innovation,
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prudent policy, and consideration of societal needs and values. Only through the

collective efforts of researchers, engineers, businesses, governments, and the public

can the full benefits of autonomous mobility be realized in the next decade and
beyond.
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